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As Senior Fellows at The Progress & Freedom Foundation Paper (PFF), we published a (PFF) 
white paper entitled άCyberbullying Legislation: Why Education is Preferable to Regulationέ last 
June.  We are grateful to Chairman Scott and Ranking Member Gohmert for the opportunity to 
submit written comments as part of the record for ǘƻŘŀȅΩǎ ƘŜŀǊƛƴƎ ƻƴ άCyber Bullying and other 
OnƭƛƴŜ {ŀŦŜǘȅ LǎǎǳŜǎ ŦƻǊ /ƘƛƭŘǊŜƴΦέ  hǳǊ paper, included in adapted and updated form, discusses 
both of the bills before the committee today.   

We take seriously the rising online safety concerns about child online safety, which are more 
well-founded than previous fears about online predation, which have been greatly overblown. 
Evidence suggests that cyberbullying is on the rise and can have profoundly damaging 
consequences for children.  

In the wake of a handful of high-profile cyberbullying incidents that resulted in teen suicides, 
some state lawmakers began floating legislation to address the issue.  Before the Committee 
today are two very different federal approaches.  One approach, found in Rep. SánchezΩǎ the 
άaŜƎŀƴ aŜƛŜǊ /ȅōŜǊ .ǳƭƭȅƛƴƎ tǊŜǾŜƴǘƛƻƴ !Ŏǘέ (H.R. 1966), is focused on the creation of a new 
federal felony to punish cyberbullying, which would include fines and jail time for violators.  The 
other approach, found in Rep. Wasserman SchultzΩǎ ά!ŘƻƭŜǎŎŜƴǘ ²Ŝō !ǿŀǊŜƴŜǎǎ wŜǉǳƛǊŜǎ 
9ŘǳŎŀǘƛƻƴ !Ŏǘ ό!²!w9 !Ŏǘύέ (H.R. 3630) is education-based and would create a education grant 
program to address issues of cybercrime affecting children, including cyber bullying, in schools 
and communities.  We note the following in comparing these two approaches: 

 Criminalizing what is mostly child-on-child behavior will not likely solve the age-old 
problem of kids mistreating each other, a problem that has traditionally been dealt with 
through counseling and rehabilitation at the local level.   

 Any attempt at criminalization would raise thorny speech and due process issues related 
to legal definitions of harassing or intimidating speech.  In certain cases where an adult 
egregiously harasses someone they know is a child over the Internet, criminal sanctions 
might be appropriate, yet narrowly tailoring such a law would be extremely difficult. 

                                                      
*
  The views expressed here are their own, and are not necessarily the views of the PFF board, other fellows or 

staff.   



 Even if such a law could be written to minimize First and Fourteenth Amendment 
concerns, a critical question of federalism would remain: Should the federal government 
assert control of an issue of criminal law that has traditionally been left to the states?  
This is not merely a constitutional question, but a practical one: The federal criminal 
justice system simply is not equipped to accommodate juvenile defendants.  For this 
reason and because it is still unclear how to write a narrowly tailored law, if criminal 
sanctions are pursued as a solution, it may be preferable to defer to state 
experimentation with varying models at this time.   

 By contrast, education and awareness-based approaches have a chance of effectively 
reducing truly harmful behavior, especially over the long haul. Such approaches would 
have the added benefit of avoiding constitutional pitfalls and subsequent court 
challenges.  Thus, if the Committee truly desires to address cyberbullying and online 
cybercrime concerns related to children at this time, it is clear that 
criminalization/regulation is, at best, premature and that education is the better 
approach.   

 Some legal academics and practitioners have proposed to restrict the immunity from 
tort law created by Section 230 of the Communications Decency Act as a way of 
addressing concerns about online child safety, including cyberbullying.  Yet the basic 
premise behind Section 230 remains just as true today as it was in 1996: Holding online 
intermediaries liable for the speech or conduct of users of their sites or services would 
strongly discourage voluntary efforts to police online communities.  Indeed, as social 
networking functionality has become ubiquitous online, Section 230 has grown more 
ƛƳǇƻǊǘŀƴǘ ŀǎ ŀ ά/ƻǊƴŜǊǎǘƻƴŜ ƻŦ LƴǘŜǊƴŜǘ CǊŜŜŘƻƳέΥ ²ƛǘƘƻǳǘ ƛǘΣ online intermediaries 
would be forced to take sweeping steps that could massively chill online speech and 
threaten the viability of smaller site operators.   

CƻǊ ǘƘŜ /ƻƳƳƛǘǘŜŜΩǎ ŎƻƴǎƛŘŜǊŀǘƛƻƴΣ ǿŜ ƘŀǾŜ ǎǳōƳƛǘǘŜŘ ǘƘŜ ŎƻƳǇƭŜǘŜ ǘŜȄǘ ƻŦ ƻǳǊ ǊŜŎŜƴǘ ǇŀǇŜǊΣ 
άCyberbullying Legislation: Why Education is Preferable to RegulationΦέ  This report is also 
available at the Progress & FrŜŜŘƻƳ CƻǳƴŘŀǘƛƻƴΩǎ ǿŜōǎƛǘŜΣ www.pff.org.  

We would be happy to respond to any questions that members of the Committee or their staff 
might have.  We can be reached at bszoka@pff.org and athierer@pff.org.   

 

http://www.pff.org/
mailto:bszoka@pff.org
mailto:athierer@pff.org
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I. Introduction: Focusing on the Real Threats to Online Child Safety 

Concerns about online child safety continue to motivate calls for legislative action at both the 
federal and state level.1  In the 110th session of Congress, for example, more than 30 measures 

                                                      

1. Adam Thierer, The Progress & Freedom Foundation, Congress, Content Regulation, and Child Protection: 
The Expanding Legislative Agenda, Progress Snapshot 4.4, Feb. 6, 2008, www.pff.org/issues-
pubs/ps/2008/ps4.4childprotection.html. 

http://www.pff.org/issues-pubs/ps/2008/ps4.4childprotection.html
http://www.pff.org/issues-pubs/ps/2008/ps4.4childprotection.html
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were introduced aimed at addressing child safety concerns in one way or another, although 
only a few of them passed into law.2    

Social networking safety has been a particular concern in recent years.  Fears of predators 
ƭǳǊƪƛƴƎ ƻƴƭƛƴŜ ŎǊŜŀǘŜŘ ŀ ǾŜǊƛǘŀōƭŜ άǘŜŎƘƴƻ-ǇŀƴƛŎέ ŀƴŘ ǎǇŀǿƴŜŘ ǾŀǊƛƻǳǎ ƭŜƎƛǎƭŀǘƛǾŜ ǊŜǎǇƻƴǎŜǎΦ3  
At the federal level, lawmakers introduced legislation to ban access to social networking sites in 
schools and libraries.4  At the state level, several state attorneys general pushed for age 
verification mandates to exclude those over or under a certain age from accessing social 
networking sites.5  More recently, some state lawmakers have advocated expaƴŘŜŘ άǇŀǊŜƴǘŀƭ 
ŎƻƴǎŜƴǘέ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƘŀǘ ǿƻǳƭŘ ŜǎǎŜƴǘƛŀƭƭȅ ŜȄǇŀƴŘ ǳǇƻƴ ǘƘŜ ƳƻŘŜƭ ŜǎǘŀōƭƛǎƘŜŘ ōȅ ǘƘŜ 
ŦŜŘŜǊŀƭ /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ tǊƻǘŜŎǘƛƻƴ !Ŏǘ ό/htt!ύ ƻŦ мффуΦ6  Although none of these 
measures have yet been implemented, such proposals continue to be floated.  

Importantly, recent research by academics and online child safety task forces has found that 
these concerns are being somewhat over-ǎǘŀǘŜŘΦ  Lƴ ǇŀǊǘƛŎǳƭŀǊΣ ǘƘŜ άǘŜŎƘƴƻ-ǇŀƴƛŎέ ƻǾŜǊ ƻƴƭƛƴŜ 
predators and abduction has been largely unwarranted.7  The most authoritative data available 
from the Crimes against Children Research Center (CCRC) at the University of New Hampshire 
ό¦bIύ ŦƛƴŘǎ ǘƘŀǘΣ ŀƭǘƘƻǳƎƘ ŀǊǊŜǎǘǎ ƻŦ ƻƴƭƛƴŜ ǇǊŜŘŀǘƻǊǎ ƛƴŎǊŜŀǎŜŘ ōŜǘǿŜŜƴ нллл ŀƴŘ нллсΣ άƳƻǎǘ 
arrests and the majority of the increase involved offenders who solicited undercover 

                                                      

2. John Morris & Adam Thierer, Center for Democracy & Technology and The Progress & Freedom 
Foundation, Online Child Protection & Online Content Regulation Bills in the 110

th
 Congress, June 13, 2008,  

www.pff.org/issues-pubs/books/110thSafetyContentBillsCDT-PFF.pdf.  

3. Alice Marwick, To Catch a Predator? The MySpace Moral Panic, First Monday, Vol. 13, No. 6-2, June 2008, 
www.uic.edu/htbin/cgiwrap/bin/ojs/index.php/fm/article/view/2152/1966; Wade Roush, The Moral Panic over 
Social Networking Sites, Technology Review, Aug. 7, 2006, www.technologyreview.com/communications/17266; 
Adam Thierer, Progress & Freedom Foundation, Technopanics and the Great Social Networking Scare, PFF Blog, 
June 10, 2008, http://blog.pff.org/archives/2008/07/technopanics_an.html; Anne Collier, Why Techopanics are 
Bad, Net Family News, April 23, 2009, www.netfamilynews.org/2009/04/why-technopanics-are-bad.html. 

4. In the 109th Congress, former Rep. Michael Fitzpatrick (R-PA) introduced the Deleting Online Predators 
Act (DOPA), which proposed a ban on social networking sites in public schools and libraries. DOPA passed the 
House of Representatives shortly thereafter by a lopsided 410-15 vote, but failed to pass the Senate.  The measure 
was reintroduced just a few weeks into the 110th Congress by Senator Ted Stevens (R-AK), the ranking minority 
member and former chairman of the Senate Commerce Committee.  It was section 2 of a bill that Sen. Stevens 
ǎǇƻƴǎƻǊŜŘΣ ŜƴǘƛǘƭŜŘ ǘƘŜ άtǊƻǘŜŎǘƛƴƎ /ƘƛƭŘǊŜƴ ƛƴ ǘƘŜ нмǎǘ /ŜƴǘǳǊȅ !Ŏǘέ ό{Φ пфύΣ ōǳǘ ǿŀǎ ƭŀǘŜǊ ǊŜƳƻǾŜŘ ŦǊƻƳ ǘƘŜ ōƛƭƭΦ  
See Declan McCullagh, Chat Rooms Could Face Expulsion, CNet News.com, July 28, 2006, 
http://news.com.com/2100-1028_3-6099414.html?part=rss&tag=6099414&subj=news. 

5. See, e.g., Emily Steel & Julia Angwin, MySpace Receives More Pressure to Limit ChildrŜƴΩǎ !ŎŎŜǎǎ ǘƻ {ƛǘŜ, 
Wall Street Journal, June 23, 2006, http://online.wsj.com/public/article/SB115102268445288250-
YRxkt0rTsyyf1QiQf2EPBYSf7iU_20070624.html; Susan Haigh, Conn. Bill Would Force MySpace Age Check, Yahoo 
News.com, March 7, 2007, www.msnbc.msn.com/id/17502005.  

6. 15 U.S.C. §§ 6501ς6506.  See Berin Szoka & Adam Thierer, The Progress & Freedom Foundation, COPPA 
2.0: The New Battle over Privacy, Age Verification, Online Safety & Free Speech, Progress on Point 16.11, May 2009, 
available at http://pff.org/issues-pubs/pops/2009/pop16.11-COPPA-and-age-verification.pdf.   

7. See supra note 3.  Lenore Skenazy, author of Free-Range Kids: Giving Our Children the Freedom We Had 
Without Going Nuts with WorryΣ ƴƻǘŜǎ ǘƘŀǘΣ άǘhe chances of any one American child being kidnapped and killed by 
ŀ ǎǘǊŀƴƎŜǊ ŀǊŜ ŀƭƳƻǎǘ ƛƴŦƛƴƛǘŜǎƛƳŀƭƭȅ ǎƳŀƭƭΥ Φллллт ǇŜǊŎŜƴǘΦέ [ŜƴƻǊŜ {ƪŜƴŀȊȅΣ Free-Range Kids: Giving Our Children 
the Freedom We Had Without Going Nuts with Worry at 16 (2009). 

http://www.pff.org/issues-pubs/books/110thSafetyContentBillsCDT-PFF.pdf
http://www.uic.edu/htbin/cgiwrap/bin/ojs/index.php/fm/article/view/2152/1966
http://www.technologyreview.com/communications/17266
http://blog.pff.org/archives/2008/07/technopanics_an.html
http://www.netfamilynews.org/2009/04/why-technopanics-are-bad.html
http://news.com.com/2100-1028_3-6099414.html?part=rss&tag=6099414&subj=news
http://online.wsj.com/public/article/SB115102268445288250-YRxkt0rTsyyf1QiQf2EPBYSf7iU_20070624.html
http://online.wsj.com/public/article/SB115102268445288250-YRxkt0rTsyyf1QiQf2EPBYSf7iU_20070624.html
http://www.msnbc.msn.com/id/17502005
http://pff.org/issues-pubs/pops/2009/pop16.11-COPPA-and-age-verification.pdf
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ƛƴǾŜǎǘƛƎŀǘƻǊǎΣ ƴƻǘ ŀŎǘǳŀƭ ȅƻǳǘƘΦέ8  άhƴƭƛƴŜ ǇǊŜŘŀǘƻǊ ŀǊǊŜǎǘǎ ŎƻƳǇǊƛǎŜ ƻƴƭȅ м ǇŜǊŎŜƴǘ ƻŦ ŀǊǊŜǎǘǎ 
ŦƻǊ ǎŜȄ ŎǊƛƳŜǎ ŎƻƳƳƛǘǘŜŘ ŀƎŀƛƴǎǘ ƳƛƴƻǊǎΣέ ǎŀȅǎ Wŀƴƛǎ ²ƻƭŀƪΣ ŀ //w/ ǎŜƴƛƻǊ ǊŜǎŜŀǊŎƘŜǊ ŀƴŘ Ŏƻ-
director of the Nŀǘƛƻƴŀƭ WǳǾŜƴƛƭŜ hƴƭƛƴŜ ±ƛŎǘƛƳƛȊŀǘƛƻƴ {ǘǳŘƛŜǎΦ ά¢ƘŜ ǊŜŎŜƴǘ ƎǊƻǿǘƘ ƛƴ ŀǊǊŜǎǘǎ ƛǎ 
best explained by increasing numbers of youth online,9 migration of crime from offline to online 
venues and the intensification of law enforcement activity against online crimeǎΣέ ²ƻƭŀƪ ǎŀȅǎΦ10    
The UNH researchers thus conclude: 

¢ƘŜ ǇǳōƭƛŎƛǘȅ ŀōƻǳǘ ƻƴƭƛƴŜ άǇǊŜŘŀǘƻǊǎέ ǿƘƻ ǇǊŜȅ ƻƴ ƴŀƛǾŜ ŎƘƛƭŘǊŜƴ ǳǎƛƴƎ ǘǊƛŎƪŜǊȅ 
and violence is largely inaccurate.  Internet sex crimes involving adults and 
juveniles more often fit a model of statutory rapeτadult offenders who meet, 
develop relationships with, and openly seduce underage teenagersτthan a 
model of forcible sexual assault or pedophilic child molesting.  This is a serious 
problem, but one that requires different approaches from current prevention 
messages emphasizing parental control and the dangers of divulging personal 
information.  Developmentally appropriate prevention strategies that target 
youth directly and focus on healthy sexual development and avoiding 
victimization are needed.  These should provide younger adolescents with 
awareness and avoidance skills, while educating older youth about the pitfalls of 
relationships with adults and their criminal nature.  Particular attention should 
be paid to higher risk youth, including those with histories of sexual abuse, 
sexual orientation concerns, and patterns of off- and online risk taking.11 

II. Cyberbullying: A Genuine Problem 

The picture that is emerging from academic research suggests that peer-on-peer cyberbullying 
is a more significant online safety concern than child predationτand that this problem is 
growing.  A recent report produced by the Internet Safety Technical Task Force, a blue ribbon 
task force assembled in 2008 by state AGs to study online safetyΣ ŎƻƴŎƭǳŘŜŘ ǘƘŀǘ ά.ǳƭƭȅƛƴƎ ŀƴŘ 
harassment, most often by peers, are the most frequent threats that minors face, both online 
ŀƴŘ ƻŦŦƭƛƴŜΦέ12 

                                                      

8. Crimes against Children Research Center, University of New Hampshire, Trends in Arrests of Online 
άtǊŜŘŀǘƻǊǎΣέ March 2009, www.unh.edu/ccrc/pdf/CV194.pdf.  

9.  The percentage of Americans under age 18 using the Internet was growing significantly during this 
period, from 73 percent to 93 percent.  See Larry Magid, Study Has Mostly Good News about Predator Risk, CNet 
News.com, March 31, 2009, http://news.cnet.com/8301-19518_3-10208135-238.html.  

10. Janis Wolak, David Finkelhor & Kimberly Mitchell, Crimes against Children Research Center, University of 
New Hampshire, National Study Finds Large Increase in Arrests of Online Predators in Undercover Operations, 
March 31, 2009, www.unh.edu/ccrc/Presspacket/033109_pr.pdf.  

11. Janice Wolak, David Finkelhor, Kimberly Mitchell & Michele Ybarra, hƴƭƛƴŜ άtǊŜŘŀǘƻǊǎέ ŀƴŘ ǘƘŜƛǊ ±ƛŎǘƛƳǎΥ  
Myths, Realities and Implications for Prevention and Treatment, 63 Am. Psychologist 2, 111-128 (2008), 
www.unh.edu/ccrc/pdf/Am%20Psy%202-08.pdf.  

12. Internet Safety Technical Task Force, Enhancing Child Safety & Online Technologies: Final Report of the 
Internet Safety Technical Task Force to the Multi-State Working Group on Social Networking of State Attorneys 

http://www.unh.edu/ccrc/pdf/CV194.pdf
http://news.cnet.com/8301-19518_3-10208135-238.html
http://www.unh.edu/ccrc/Presspacket/033109_pr.pdf
http://www.unh.edu/ccrc/pdf/Am%20Psy%202-08.pdf
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Because of these findings as well as some high-profile press stories about particularly extreme 
cases of online harassment resulting in child suicides over the past year, cyberbullying has 
become the child safety issue du jour.  Although a precise definition is elusive,13 cyberbullying 
expert Nancy Willard, Executive Director of the Center for Safe and Responsible Internet Use, 
offers the following general definition: 

Cyberbullying is being cruel to others by sending or posting harmful material or 
engaging in other forms of social cruelty using the Internet or other digital 
technologies. It has various forms, including direct harassment and indirect 
activities that are intended to damage the reputation or interfere with the 
relationships of the student targeted, such as posting harmful material, 
impersonating the person, disseminating personal information or images, or 
activities that result in exclusion.14 

Parry Aftab, founder of Wired Safety and StopCyberBullying.org, defines cyberbullying 
specifically as cyberharassment or cyberstalking committed by kids against kidsτnot by adults 
against kids or against other adults15τa critical distinction discussed below in Section VI.A.16 

Research has also suggested that more emotionally damaging incidents of cyberbullying are 
closely related to offline aggression. Both perpetrators and targets in cyberbullying incidents 
demonstrated significant psychosocial concerns, including increased involvement with alcohol 
and drugs, friends involved in delinquent behavior, anger responses, and involvement in offline 
relational, physical, and sexual aggression. There is also a significant interplay between bullying 
and retaliationτonline and at school.17 

                                                                                                                                                                           

General of the United States, Dec. 31, 2008, at 4, http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu 
/files/ISTTF_Final_Report-Executive_Summary.pdf.  Full disclosure:  Adam Thierer was a member of this task force. 

13.  Dr. Robin Kowalski, a professor of psychology at Clemson University, ƴƻǘŜǎ ǘƘŀǘΣ άIn part because of the 
relatively recent research on cyber bullying, investigators have yet to reach a consensus on how to define cyber 
bullying and what time parameters to impose when assessing prevalence (within a couple of months vs. lifetime 
prevalence). Thus, it is not surprising that reports of cyber bullying show considerable variability.έ Robin Kowalski, 
Cyber Bullying: Recognizing and Treating Victim and Aggressor, Psychiatric Times, Vol. 25 No. 11, Oct. 1, 2008, 
www.psychiatrictimes.com/display/article/10168/1336550.  

14. Nancy Willard, Cyberbullying Legislation and School Policies: Where are the Boundaries of the 
ά{ŎƘƻƻƭƘƻǳǎŜ DŀǘŜέ ƛƴ ǘƘŜ bŜǿ ±ƛǊǘǳŀƭ ²ƻǊƭŘΚ, March 2007, www.cyberbully.org/cyberbully/docs/cblegislation.pdf 

15. What is cyberbullying, exactly?, www.stopcyberbullying.org/what_is_cyberbullying_exactly.html (last 
accessed on June 10, 2009). 

16.  άCyberbullying generally refers to harassment occurring among school-aged children through the use of 
ǘƘŜ LƴǘŜǊƴŜǘΦέ  Alison M. Smith, Congressional Research Service, Protection of Children Online: Federal and State 
Laws Addressing Cyberstalking, Cyberharassment, and Cyberbullying, Sept. 5, 2008, at 10, 
http://assets.opencrs.com/rpts/RL34651_20080905.pdf [hereinafter CRS Report].   

17.  See generally Center for Disease Control and Prevention, Youth Violence and Electronic Media: Similar 
Behaviors, Different Venues?, Journal of Adolescent Health, Dec. 2007 Supplement, 
www.jahonline.org/content/suppl07; Sameer Hinduja & Justin W. Patchin, Bullying Beyond the Schoolyard: 
Preventing and Responding to Cyberbullying, (2009), 
www.corwinpress.com/booksProdDesc.nav?prodId=Book232981; Jaana Juvonen & Elisheva F. Gross, Extending the 

http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF_Final_Report-Executive_Summary.pdf
http://cyber.law.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF_Final_Report-Executive_Summary.pdf
http://www.psychiatrictimes.com/display/article/10168/1336550
http://www.cyberbully.org/cyberbully/docs/cblegislation.pdf
http://www.stopcyberbullying.org/what_is_cyberbullying_exactly.html
http://assets.opencrs.com/rpts/RL34651_20080905.pdf
http://www.jahonline.org/content/suppl07
http://www.corwinpress.com/booksProdDesc.nav?prodId=Book232981
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Worse yet, there is ample evidence that bullying is a risk factor that can lead young people to 
commit suicide.  In a recent review of studies of bullying and suicide, researchers at the Yale 
School of Medicine found signs of an apparent connection between bullying, being bullied and 
suicide in children.  Almost all of the studies found connections between being bullied and 
suicide.18  Indeed, two recent suicides by 11-year olds who were the victim of anti-gay bullying 
at school illustrated that this problem is not unique to the online environment.19 But not just 
the victims were in danger:  Kids who bully other kids are also at increased risk for suicide. 

Thus, concerns about cyberbullying are certainly more well-founded than previous fears about 
predators lurking online.  Not all legislative responses to the problem are equal, however.  Two 
bills recently introduced in Congress offer very different approaches to the problem:  education 
and regulation.  Comparing these bills and considering their effects make it clear that regulation 
is, at best, premature and that education is the better approach.   

III. Approach #1: A New Federal Cyberbullying Crime 

In October 2006, a Missouri girl named Megan Meier hanged herself less than a month before 
her fourteenth birthday.  She had been exchanging MySpace messages for over a month with 
άWƻǎƘ 9ǾŀƴǎΣέ ǘƘŜ ǇŜǊǎƻƴŀ ƻŦ ŀ мс-year old boy who claimed to live nearby.  In the version of the 
incident reported in widespread news coverage, Josh Evans was the creation of Lori Drew, the 
ƳƻǘƘŜǊ ƻŦ ƻƴŜ ƻŦ aŜƛŜǊΩǎ ŎƭŀǎǎƳŀǘŜs and a neighbor of the Meier family.  Drew reportedly used 
the Josh Evans persona to build a relationship with Meier, an emotionally fragile and socially 
isolated girl, ōŜŦƻǊŜ ǘǳǊƴƛƴƎ ƴŀǎǘȅΣ ŀƴŘ ǘŜƭƭƛƴƎ aŜƛŜǊΣ Ƨǳǎǘ ōŜŦƻǊŜ ƘŜǊ ǎǳƛŎƛŘŜΣ ά¸ƻǳ ŀǊŜ ŀ ōŀŘ 
person and everybody hates you.  Have a shitty rest of your life.  The world would be a better 
ǇƭŀŎŜ ǿƛǘƘƻǳǘ ȅƻǳΦέ20   

County officials considered prosecuting Drew under MissoǳǊƛΩǎ ƘŀǊŀǎǎƳŜƴǘ ƭŀǿΣ ōǳǘ ǳƭǘƛƳŀǘŜƭȅ 
declined to do so.21  Their decision not to prosecute Drew bears closer examination in light of 
the version of this incident reported widely by most media outlets, which ultimately drove the 
introduction of the federal bill that now ōŜŀǊǎ aŜƎŀƴ aŜƛŜǊΩǎ ƴŀƳŜ.  Jack Banas, the St. Charles 

                                                                                                                                                                           

School Grounds? Bullying Experiences in Cyberspace. Journal of School Health, Vol. 78, Issue 9, 2008, 
www3.interscience.wiley.com/journal/121371836/abstract?.   

18. Bullying And Being Bullied Linked To Suicide In Children, Review Of Studies Suggests, ScienceDaily, July 19, 
2008, www.sciencedaily.com/releases/2008/07/080717170428.htm.  

19. See Susan Donaldson James, When Words Can Kill: 'That's So Gay': Anti-Gay Taunts in School Lead to 11-
Year-hƭŘΩs Suicide and Rising Calls for Change, April 14, 2009, 
http://abcnews.go.com/Health/MindMoodNews/story?id=7328091&page=1. 

20.  Steve Pokin, Ψaȅ {ǇŀŎŜΩ IƻŀȄ 9ƴŘǎ ǿƛǘƘ {ǳƛŎƛŘŜ ƻŦ 5ŀǊŘŜƴƴŜ tǊŀƛǊƛŜ ¢ŜŜƴΣ Suburban Journals, Nov. 1, 
2007, http://suburbanjournals.stltoday.com/articles/2007/11/11/news/sj2tn20071110-1111stc_pokin_1.ii1.txt.  

21. Steve Pokin, No Charges to be Filed over Meier Suicide, Suburban Journals, Dec. 3, 2007, 
http://suburbanjournals.stltoday.com/articles/2007/12/03/news/doc47543edb763a7031547461.txt.  See also CRS 
Report, supra note 16 ŀǘ мм όƴƻǘƛƴƎ ǘƘŀǘ aƛǎǎƻǳǊƛΩǎ Ƙarassment statute did not apply to cyberharassment at the 
ǘƛƳŜ ƻŦ 5ǊŜǿΩǎ ŎƻƴŘǳŎǘΣ ōǳǘ ǘƘŀǘ ǘƘƛǎ ǎǘŀǘǳǘŜ Ƙŀǎ ǎƛƴŎŜ ōŜŜƴ ǳǇŘŀǘŜŘ ǘƻ ƛƴŎƭǳŘŜ ŜƭŜŎǘǊƻƴƛŎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎύΦ  See 
infra at note 60 and associated text (noting that the current Missouri statute would make cyberbullying among 
kids a misdemeanor). 

file:///C:/Documents%20and%20Settings/bszoka/Local%20Settings/Temporary%20Internet%20Files/Content.Outlook/6TMQP9GV/www3.interscience.wiley.com/journal/121371836/abstract%3f
http://www.sciencedaily.com/releases/2008/07/080717170428.htm
http://abcnews.go.com/Health/MindMoodNews/story?id=7328091&page=1
http://suburbanjournals.stltoday.com/articles/2007/11/11/news/sj2tn20071110-1111stc_pokin_1.ii1.txt
http://suburbanjournals.stltoday.com/articles/2007/12/03/news/doc47543edb763a7031547461.txt
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County (Missouri) prosecuting attorney indicated that while there were conflicting statements 
on whose idea it was to create the fake account, Lori Drew consistently maintained that it was 
not her idea.  Ashley Grills, an 18-year-old friend of the Drew family, indicated that creating the 
ŀŎŎƻǳƴǘ ǿŀǎ aǎΦ 5ǊŜǿΩǎ ƛŘŜŀΣ ōǳǘ ŀƭǎƻ ǿŀǎ ŦƻǳƴŘ ǘƻ ƘŀǾŜ ŎƘŀƴƎŜŘ ƘŜǊ ǎǘƻǊȅ ƛƴ ƻǘƘŜǊ ŀǎǇŜŎǘǎΦ  
At trial, Grills admitted that she created the ŦŀƪŜ άWƻǎƘ 9Ǿŀƴǎέ account and that most of the 
conversations between Meier, including the last one before her suicide, were with Grills, not 
Lori Drew.22  According to Wired, άǘƘŜ ǊŜǾŜƭŀǘƛƻƴ ώǿŀǎϐ Χ ŀǘ ƻŘŘǎ ǿƛǘƘ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ 
position that the 49-year-old Drew took a leading role in creating a MySpace accountΣέ ŀƴŘ 
DǊƛƭƭǎΩǎ άǘŜǎǘƛƳƻƴȅ ǎŜŜƳŜŘ ǘƻ ǳƴŘŜǊƳƛƴŜ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ŎŀǎŜΦέ23 Incidentally, Banas 
indicated that his findings were in accord with an investigation by the Federal Bureau of 
Investigation, which also looked into the matter.24  

bƻǘǿƛǘƘǎǘŀƴŘƛƴƎ ǘƘŜ ŎƻƴŎƭǳǎƛƻƴǎ ƻŦ ǘƘŜǎŜ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘ ŀƎŜƴŎƛŜǎΣ ǘƘŜ ¦Φ{Φ !ǘǘƻǊƴŜȅΩǎ ƻŦŦƛŎŜ 
ƛƴ [ƻǎ !ƴƎŜƭŜǎ ŎƘŀǊƎŜŘ 5ǊŜǿ ǿƛǘƘ ǳƴŀǳǘƘƻǊƛȊŜŘ ŀŎŎŜǎǎ ǘƻ aȅ{ǇŀŎŜΩǎ ŎƻƳǇǳǘŜǊǎΣ ǳǎƛƴƎ ǘƘŜ 
federal anti-hacking Computer Fraud & Abuse Act.  Prosecutors argued ǘƘŀǘ ǾƛƻƭŀǘƛƴƎ aȅ{ǇŀŎŜΩǎ 
terms of service for the purpose of harming another was the legal equivalent of computer 
hacking.25  Drew was cleared of the felony computer-hacking charges, but convicted of three 
misdemeanors for unauthorized computer access.  At the time of this writing, the U.S. District 
Court judge was still weighing a defense motion to overturn the jury verdict in the case.26   

This case received widespǊŜŀŘ ƳŜŘƛŀ ŀǘǘŜƴǘƛƻƴΣ ŜǎǇŜŎƛŀƭƭȅ ŀǎ aŜƛŜǊΩǎ ƎǊƛŜǾƛƴƎ ǇŀǊŜƴǘǎ ŎŀƭƭŜŘ ŦƻǊ 
legislation to punish such harassment in the future. In May 2008, Rep. Linda Sánchez 
ƛƴǘǊƻŘǳŎŜŘ ǘƘŜ άaŜƎŀƴ aŜƛŜǊ /ȅōŜǊōǳƭƭȅƛƴƎ tǊŜǾŜƴǘƛƻƴ !ŎǘΣέ which would create a new federal 
felony:   

Whoever transmits in interstate or foreign commerce any communication, with 
the intent to coerce, intimidate, harass, or cause substantial emotional distress 
to a person, using electronic means to support severe, repeated, and hostile 
behavior, shall be fined under this title or imprisoned not more than two years, 
ƻǊ ōƻǘƘΦ ώΧϐ 

the tŜǊƳ άŎƻƳƳǳƴƛŎŀǘƛƻƴέ ƳŜŀƴǎ ǘƘŜ ŜƭŜŎǘǊƻƴƛŎ ǘǊŀƴǎƳƛǎǎƛƻƴΣ ōŜǘǿŜŜƴ ƻǊ 
among points specified by the user, of information of the user's choosing, 
without change in the form or content of the information as sent and received; 
... 

                                                      

22. Kim Zetter, DƻǾŜǊƴƳŜƴǘΩǎ {ǘŀǊ ²ƛǘƴŜǎǎ {ǘǳƳōƭŜǎΥ aȅ{ǇŀŎŜ IƻŀȄ ²ŀǎ IŜǊ LŘŜŀΣ bƻǘ 5ǊŜǿΩǎ, Wired Threat 
Level, Nov. 20, 2008, www.wired.com/threatlevel/2008/11/lori-drew-pla-3. 

23.  Id.  

24.  Supra note 21. 

25. See CRS Report, supra note 16 at 11. 

26. Kim Zetter, Judge Postpones Lori Drew Sentencing, Weighs Dismissal, Wired Threat Level, May 18, 2009, 
www.wired.com/threatlevel/2009/05/drew_sentenced/26.   

http://www.wired.com/threatlevel/2008/11/lori-drew-pla-3/
http://www.wired.com/threatlevel/2009/05/drew_sentenced/
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ǘƘŜ ǘŜǊƳ άŜƭŜŎǘǊƻƴƛŎ ƳŜŀƴǎέ ƳŜŀƴs any equipment dependent on electrical 
power to access an information service, including email, instant messaging, 
blogs, websites, telephones, and text messages.27 

The Sánchez bill identifies the harm at issue as follows: 

(3) Electronic communications provide anonymity to the perpetrator and the 
potential for widespread public distribution, potentially making them severely 
dangerous and cruel to youth. 

(4) Online victimizations are associated with emotional distress and other 
psychological problems, including depression. 

(5)  Cyberbullying can cause psychological harm, including depression; negatively 
impact academic performance, safety, and the well-being of children in 
school; force children to change schools; and in some cases lead to extreme 
violent behavior, including murder and suicide. 

(6)  Sixty percent of mental health professionals who responded to the Survey of 
Internet Mental Health Issues report having treated at least one patient with 
a problematic Internet experience in the previous five years; 54 percent of 
these clients were 18 years of age or younger. 

Lƴ ŘŜŦŜƴŘƛƴƎ ƘŜǊ ōƛƭƭΣ wŜǇΦ {łƴŎƘŜȊ ŀǊƎǳŜǎ ǘƘŀǘΣ ǿƘƛƭŜ ŜȄƛǎǘƛƴƎ ƭŀǿǎ ŎǊƛƳƛƴŀƭƛȊŜ άǎǘŀƭƪƛƴƎΣ ǎŜȄǳŀƭ 
ƘŀǊŀǎǎƳŜƴǘΣ ƛŘŜƴǘƛǘȅ ǘƘŜŦǘ ŀƴŘ ƳƻǊŜ ǿƘŜƴ ƛǘ ǘŀƪŜǎ ǇƭŀŎŜ ƛƴ ǇŜǊǎƻƴ ŀƴŘ ƻƴƭƛƴŜΣέ ŎȅōŜǊōǳƭƭȅƛƴƎ ƛs 
άƻƴŜ ǎŜǊƛƻǳǎ ƻƴƭƛƴŜ ƻŦŦŜƴǎŜ ǘƘŀǘ Ƙŀǎ ƴƻ ǇŜƴŀƭǘȅΦέ  {ƘŜ ƛƴǎƛǎǘǎ ǘƘŀǘ ά²ƘŜƴ ǎƻ-called free speech 
leads to bullies having free-ǊŜƛƎƴ ǘƻ ǘƘǊŜŀǘŜƴ ƪƛŘǎΣ ƛǘ ƛǎ ǘƛƳŜ ǘƻ ŀŎǘΦέ28   

While no one would doubt Rep. SánchezΩǎ ŘŜǎƛǊŜ ǘƻ ǊŜǎǇƻƴŘ ǘƻ ŎƻƴŎŜǊƴǎ ƻŦ ŜƳƻǘƛƻƴŀƭ harm 
being inflicted upon children and teens, her legislation sets up a starkly different standard for 
online bullying as compared to offline bullying.  If the statements made in the Lori Drew case 
were made on a playground, the perpetrator might face a stern conversation with the principal 
and possibly suspension.  Since kids who bully other kids are themselves at increased risk for 
suicide, such perpetrators might also receive the special counseling attention they need.  But if 
the same comment were sent via email or posted on a social networking site, such a bully 
would be subject to potential federal prosecution under Rep. SánchezΩǎ ōƛƭƭ.  Consequently, that 
individual would face ǘƘŜ ǇǊƻǎǇŜŎǘ ƻŦ ŀ ŦŜƭƻƴȅ ǎŜƴǘŜƴŎŜ ƻŦ ǘǿƻ ȅŜŀǊǎΩ ƛƴŎŀǊŎŜǊŀǘƛƻƴ ƛƴ ŀ ŦŜŘŜǊŀƭ 
prison, even though this has traditionally not been the approach applied to real-world 
bullyingτand is significantly harsher than the approach taken in Missouri in response to the 

                                                      

27. Megan Meier Cyberbullying Prevention Act, H.R. 1966, 111
th

 Congress, (April 2, 2009), 
http://thomas.loc.gov/cgi-bin/query/z?c111:H.R.1966::. The bill was originally introduced as H.R. 6123 on May 22, 
2008, available at http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=110_cong_bills&docid=f:h6123ih.txt.pdf.   

28. Linda Sánchez, Protecting Victims, Preserving Freedoms, Huffington Post, May 6, 2009, 
www.huffingtonpost.com/rep-linda-Sánchez/protecting-victims-preser_b_198079.html.  

http://thomas.loc.gov/cgi-bin/query/z?c111:H.R.1966:
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=110_cong_bills&docid=f:h6123ih.txt.pdf
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=110_cong_bills&docid=f:h6123ih.txt.pdf
http://www.huffingtonpost.com/rep-linda-sanchez/protecting-victims-preser_b_198079.html
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Megan Meier tragedy.29  The task of counseling and rehabilitation has traditionally been 
administered at the state and local levelτand not on the federal level. 

Given the degree to which the most emotionally distressing cyberbullying incidents involve a 
combination of both online and offline hurtful interactions, how would a federal prosecutor 
determine when the online communications had reached the stage where the child cyberbully 
should face such prosecution?  

Thus, while there is a clear need to address the full range of bullying behavior, the 
criminalization of just one manifestation of such bullying behavior (that is, the online variety) 
seems misguided. 

IV. Approach #2: Education, Awareness-Building, Prevention & Intervention 

There is an alternative to the regulatory approach outlined in the Sánchez bill:  Lawmakers 
could get serious about supporting online safety education, awareness-building efforts, 
prevention, and intervention.  Such an approach has recently been floated in both chambers of 
Congress.  In mid-May, the ά{ŎƘƻƻƭ ŀƴŘ CŀƳƛƭȅ 9ŘǳŎŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ LƴǘŜǊƴŜǘ ό{!C9 LƴǘŜǊƴŜt) 
!Ŏǘέ (S. 1047) was introduced in the Senate by Sen. Robert Menendez (D-NJ).30 Rep. Debbie 
Wasserman Schultz (D-FL) has introduced ŀ ŎƻƳǇŀƴƛƻƴ ōƛƭƭ ƛƴ ǘƘŜ IƻǳǎŜ ŜƴǘƛǘƭŜŘ ǘƘŜ άAWARE 
ActΦέ31  The House measure proposes an Internet crime education grant program that will be 
administered by the Department of Justice.  These agencies will also work in consultation with 
education groups, Internet crime awareness and cybercrime prevention groups, and other 
relevant experts in the field of new media and child safety to administer a five-year grant 
program, under which each grant will be awarded for a two-year period.  Eligible non-profits 
may use the grants to: 

(1) identify, develop, and implement Internet crime awareness and cybercrime 
prevention programs, including educational technology, multimedia and 
interactive applications, online resources, and lesson plans; 

(2) provide professional training to elementary and secondary school teachers, 
administrators, and other staff on crime awareness and cybercrime 
prevention; 

(3) educate parents about teaching their children how to protect themselves from 
becoming victims of Internet crime; 

(4) develop Internet crime awareness and cybercrime prevention programs for 
children; 

                                                      

29. See infra note 60 and associated text (noting that the current Missouri statute would make cyberbullying 
among kids a misdemeanor, not a felony). 

30. Office of Sen. Robert Menendez, Keeping Children and Teens Safe Online: Sen. Menendez, Rep. 
Wasserman Shultz Propose National Grand Program for Internet and Wireless Safety Education, May 13, 2009,  
http://menendez.senate.gov/newsroom/record.cfm?id=312958&.  The text of the act is available at 
http://thomas.loc.gov/cgi-bin/query/z?c111:S.1047:.   

31. Available at http://thomas.loc.gov/cgi-bin/query/D?c111:1:./temp/~c111UMdW3O::  

http://menendez.senate.gov/newsroom/record.cfm?id=312958&
http://thomas.loc.gov/cgi-bin/query/z?c111:S.1047:
http://thomas.loc.gov/cgi-bin/query/D?c111:1:./temp/~c111UMdW3O
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(5) train and support peer-driven Internet crime awareness and cybercrime 
prevention initiatives; 

(6) coordinate and fund research initiatives that investigate online risks to 
children and Internet crime awareness and cybercrime prevention; or 

(7) develop and implement public education campaigns to promote awareness of 
crimes against children on the Internet and the prevention of such crimes.32 

V. Choosing a Path Forward: Questions Congress Should Consider 

Legislators face essentially four questions in responding to cyberbullying: 

1. Do we need new laws to deal with the problem? 

2. Should those laws be implemented at the federal or state level? 

3. What should the laws look like? 

4. What are the downsides of varying approaches? 
 

Rep. Sánchez obviously believes that a federal criminal law is needed.  But even if she is correct 
that current laws are inadequate to punish cyberbullying, and that a federal law is appropriate, 
it by no means follows that a new federal criminal law is the answer, or that her bills strikes the 
right balance between legitimate child protection concerns and free speech.  Examination of 
her bill and existing state and federal laws makes clear how thorny these issues are.   

At the very least, serious thought needs to be given to crafting a better bill before Congress 
continues down the path of federal regulation.  In the short term, a better solution might 
emerge if left up to experimentation by the states, even if a federal bill is eventually needed 
because of the uniquely interstate nature of the Internet and the possibility of conflicting state 
standards. 

Thus, at present, if federal lawmakers feel compelled to do something to address this concern, 
education and awareness-building efforts represent the superior option. 

VI. Problems with the Sánchez Bill 

A. Defining the Problem:  Cyberbullying, Cyberharassment & Cyberstalking 

Rep. SáncheȊΩǎ ǊƘŜǘƻǊƛŎτōƻǘƘ ƛƴ ǘƘŜ ōƛƭƭΩǎ ǇǊƻǇƻǎŜŘ /ƻƴƎǊŜǎǎƛƻƴŀƭ CƛƴŘƛƴƎǎ ŀƴŘ ƛƴ ƘŜǊ ǇǳōƭƛŎ 
statements about the billτemphasizes the harm to children.  But the bill itself makes no 
distinction as to the age of the victim.  As John Morris, Director of the Internet Standards, 
Technology and Policy Project at the Center for Democracy & Technology, has noted: 

the bill is aimed at protecting children, but in fact the crime created has no such 
focus or limitation, and squarely applies to harsh adult-to-adult communications 
(such as can happen in, for example, broken romantic relationships). Such adult 

                                                      

32. SAFE Internet Act, supra note 30 § 4(d).   
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communications should not be a federal crime, and the [bill] should not clothe a 
sweeping new crime in the rhetoric of protecting minors.33 

Again, while the definition of cyberbullying is still evolving, the best definition focuses on peer-
on-peer harassment or stalking of kids by kids.34  Indeed, this was precisely the definitional 
conclusion reached by a Congressional Research Service report that Rep. Sánchez herself 
apparently commissioned.35  In this sense, ǘƘŜ {łƴŎƘŜȊ ōƛƭƭ ƛǎ ƴƻǘ ǊŜŀƭƭȅ ŀōƻǳǘ άŎȅōŜǊōǳƭƭȅƛƴƎέ at 
all, but about the broader problems of cyberharassment and cyberstalking.  While the 
definitions of all three terms are still evolving,36 treating cyberbullying as the minor-on-minor 
subset of harassment/stalking is critical because it reflects very real differences between 
abusive communications by adults and by kids, which in turn suggest that remedies appropriate 
for adult perpetrators may not be appropriate for kid perpetratorsτsuch as the criminal 
sanctions Sánchez proposes.   

Furthermore, an important distinction should be drawn between harassment and stalking.  Like 
harassment, stalking generally requires a pattern or course of conduct (in criminal law, the 
άmens reusέ ƻǊ ōŀŘ ŀŎǘύΦ37  But stalking generally also ǊŜǉǳƛǊŜǎ ŀ ǎǇŜŎƛŦƛŎ άmens reaέ όōŀŘ 
ƛƴǘŜƴǘƛƻƴύΥ  άǘƘŜ Ǝƻŀƭ ƻŦ ŀ ǎǘŀƭƪŜǊ ƛǎ ǘƻ ŜȄŜǊǘ ΨŎƻƴǘǊƻƭΩ ƻǾŜǊ ǘƘŜ ǾƛŎǘƛƳ ōȅ ƛƴǎǘƛƭƭƛƴƎ ŦŜŀǊ ƛƴ 
ώǘƘŜƳϐΦέ38  Thus, as noted by the CRS Report that Rep. Sánchez commissioned, stalking laws 
ƎŜƴŜǊŀƭƭȅ ǊŜǉǳƛǊŜ ŜƛǘƘŜǊ ǘƘŀǘ ǘƘŜ ǇŜǊǇŜǘǊŀǘƻǊ ƳŀƪŜ ŀ άŎǊŜŘƛōƭŜ ǘƘǊŜŀǘέ ƻǊ ǘƘŀǘ ǘƘŜ ŎƻǳǊǎŜ ƻŦ 
ŎƻƴŘǳŎǘ ǿƻǳƭŘ ŎŀǳǎŜ ŀ άǊŜŀǎƻƴŀōƭŜ ǇŜǊǎƻƴέ ǘƻ ŦŜŀǊ ŦƻǊ ǘƘŜƛǊ ǎŀŦŜǘȅΦ39  The mens rea defined by 

                                                      

33. John Morris, Center for Democracy & Technology, Memorandum to Interested Parties Re: H.R. 1966, the 
Megan Meier Cyberbullying Prevention Act, June 9, 2009. 

34. See supra note 14. 

35. άCyberbullying generally refers to harassment occurring among school-aged children through the use of 
the InternetΦέ  CRS Report, supra note 16 at 10 (emphasis added).  CRS Reports must be commissioned by a 
Member of Congress, but do not mention which member commissioned a particular report.  However, at a panel 
ŘƛǎŎǳǎǎƛƻƴ ƘŜƭŘ ƻƴ WǳƴŜ мнΣ нллф ōȅ ǘƘŜ CŀƳƛƭȅ hƴƭƛƴŜ {ŀŦŜǘȅ LƴǎǘƛǘǳǘŜ ŜƴǘƛǘƭŜŘ άFOSI Panel Series: Is it Possible to 
Legislate Safety?Σέ Mercedes Salem, the Sánchez staffer who apparently drafted H.R. 1966, noted that her office 
had commissioned this report. 

36. See, e.g., Darby Dickerson, What is Cyberbullying, NASPA Leadership Exchange, Vol. 29, Spring 2009, 
available at http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1375150. 

37. Some states follow essentially the same distinctions, but apply different terminology.  For example, in 
Missouri, mere stalking is repeated harassment, while a credible threat means the difference between stalking and 
άŀƎƎǊŀǾŀǘŜŘ ǎǘŀƭƪƛƴƎΦέ  See Mo. Rev. Stat. §§ 565.225, 565.090.  Thus, the only substantive difference is that 
aƛǎǎƻǳǊƛ ƳƛƎƘǘ ǘǊŜŀǘ ŀ ǎƛƴƎƭŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŀǎ άƘŀǊŀǎǎƳŜƴǘΣέ ǊŀǘƘŜǊ ǘƘŀƴ ǊŜǉǳƛǊƛƴƎ ŀ ǎŜǊƛŜǎ ƻŦ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΦ 

38. Naomi Harlin Goodno, Cyberstalking, a New Crime: Evaluating the Effectiveness of Current State and 
Federal Laws, 72 Mo. L. Rev. 125, 127 (2007), www.law.missouri.edu/lawreview/docs/72-1/Goodno.pdf.   

39. Id. at 133-34.  CRS Report, supra note 16 ŀǘ ф όάGenerally, cyberharassment differs from cyberstalking in 
that a credible threat is not involvedέύΦ  See also U.S. Department of Justice, Office of Justice Programs, Violence 
Against Women Office, Report to Congress, May 2001, www.ncjrs.gov/pdffiles1/ojp/186157.pdf.  

Stalking generally involves harassing and threatening behavior that an individual engages in 
ǊŜǇŜŀǘŜŘƭȅΣ ǎǳŎƘ ŀǎ ŦƻƭƭƻǿƛƴƎ ŀ ǇŜǊǎƻƴΣ ŀǇǇŜŀǊƛƴƎ ŀǘ ŀ ǇŜǊǎƻƴΩǎ ƘƻƳŜ ƻǊ ǇƭŀŎŜ ƻŦ ōǳǎƛƴŜǎǎΣ 
ƳŀƪƛƴƎ ƘŀǊŀǎǎƛƴƎ ǇƘƻƴŜ ŎŀƭƭǎΣ ƭŜŀǾƛƴƎ ǿǊƛǘǘŜƴ ƳŜǎǎŀƎŜǎ ƻǊ ƻōƧŜŎǘǎΣ ƻǊ ǾŀƴŘŀƭƛȊƛƴƎ ŀ ǇŜǊǎƻƴΩǎ 
property. Most stalking laws require the perpetrator to make a credible threat of violence 

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1375150
http://www.law.missouri.edu/lawreview/docs/72-1/Goodno.pdf
http://www.ncjrs.gov/pdffiles1/ojp/186157.pdf
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ǘƘŜ {łƴŎƘŜȊ ōƛƭƭ ƛǎ ǘƘŜ άƛƴǘŜƴǘ ǘƻ ŎƻŜǊŎŜΣ ƛƴǘƛƳƛŘŀǘŜΣ Ƙarass, or cause substantial emotional 
ŘƛǎǘǊŜǎǎ ǘƻ ŀ ǇŜǊǎƻƴΦέ40  Thus, besides addressing conduct aimed at adults, the bill attempts to 
criminalize both cyberharassment and cyberstalking by adults.  

Good arguments can be made for laws against either cyberbullying or cyberstalking generally 
(in the sense used above) because the former involves kids, who are particularly vulnerable, 
and the latter involves threats or fears of physical violence.  Such laws, if carefully drafted, 
might even be consistent with the First Amendment.  But instead of seeking such a narrowly 
tailored approach, Rep. Sánchez has written a sweeping cyberharassment statute in the guise 
of a cyberbullying statute.  While she purports to have consulted with First Amendment 
experts, it is difficult to see how her approach (making all cyberharassment a federal felony) 
can be reconciled with the First Amendment.  Let us first consider her approach as written and 
then consider her approach if limited to cyberharassment of kids.   

B. Constitutional Concerns about the Sánchez Bill 

While Rep. Sánchez insists that her bill is constitutional, the CRS Report she commissioned 
identifies a number of problems posed by the bill under the First and Fourteenth Amendments, 
as have other legal scholars. 

First, the CRS Report concludes that criminalizing harassment, as distinct from stalking (where a 
άǘǊǳŜ ǘƘǊŜŀǘέ ƛǎ ƳŀŘŜύ, ǿƻǳƭŘ άƭƛƪŜƭȅΧΦ ōŜ ŘŜŜƳŜŘ Ŏƻƴǎǘƛǘǳǘƛƻƴŀƭƭȅ ŘŜŦƛŎƛŜƴǘΦέ41  As UCLA Law 
School professor Eugene Volokh has noted, SánchezΩǎ ōƛƭƭ ŘƻŜǎ ƴƻǘ Ŧŀƭƭ ƛƴǘƻ recognized 
exemptions to First Amendment protection of speech because it is not limited to threats of 
violence, applying equally to stalking and harassment.  ¦ƴŘŜǊ ǘƘŜ ōƛƭƭΩǎ ōǊƻŀŘ ǎŎƻǇŜΣ άƳǳŎƘ 
Ŏƻƴǎǘƛǘǳǘƛƻƴŀƭƭȅ ǇǊƻǘŜŎǘŜŘ ǎǇŜŜŎƘέ ǿƻǳƭŘ ōŜ affected by the Sánchez bill if ƛǘ ƛǎ άǎŀƛŘ ǿƛǘƘ ŀƴ 
ƛƴǘŜƴǘ ǘƻ ŎƻŜǊŎŜ ƻǊ ǎǳōǎǘŀƴǘƛŀƭƭȅ ŘƛǎǘǊŜǎǎΣ ƛǎ ǎŜǾŜǊŜΣ ƛǎ ƘƻǎǘƛƭŜΣ ŀƴŘ ƛǎ ǊŜǇŜŀǘŜŘΦέ42   

Rep. SánchezΩǎ ǎǘŀŦŦ Ƙŀǎ ŘŜŦŜƴŘŜŘ ǘƘŜ ōƛƭƭ ōȅ ŘǊŀǿƛƴƎ ŀƴ ŀƴŀƭƻƎȅ ǘƻ ǘƘŜ 1994 federal Violence 
Against Women Act (VAWA) (18 U.S.C. § 2261A), which ǇǊƻƘƛōƛǘǎ ǳǎƛƴƎ άthe mail, any 
interactive computer service, or any facility of interstate or foreign commerce to engage in a 
course of conduct that causes substantial emotional distress to that person or places that 
person in reasonable fear oŦ ΦΦΦ ŘŜŀǘƘΦέ  Until being amended in 2006, VAWA applied only to 
stalking (requiring that the victim feel a reasonable fear of physical harm) and did not apply to 
online activities.43  In 2000, the Supreme Court upheld the criminal sanctions portion of the 
original VAWA,44 but the constitutionality of the 2006 amendments has not yet been 
                                                                                                                                                                           

ŀƎŀƛƴǎǘ ǘƘŜ ǾƛŎǘƛƳΦ hǘƘŜǊǎ ƛƴŎƭǳŘŜ ǘƘǊŜŀǘǎ ŀƎŀƛƴǎǘ ǘƘŜ ǾƛŎǘƛƳΩǎ ƛƳƳŜŘƛŀǘŜ ŦŀƳƛƭȅΣ ŀƴŘ ǎǘƛƭƭ ƻǘƘŜǊǎ 
ǊŜǉǳƛǊŜ ƻƴƭȅ ǘƘŀǘ ǘƘŜ ŀƭƭŜƎŜŘ ǎǘŀƭƪŜǊΩǎ ŎƻǳǊǎŜ ƻŦ ŎƻƴŘǳŎǘ ŎƻƴǎǘƛǘǳǘŜ ŀƴ ƛƳǇƭƛŜŘ ǘƘǊŜŀǘΦ 

40. See supra note 27. 

41. CRS Report, supra note 16 at 13-15. 

42. Eugene Volokh, Rep. Linda Sánchez Defends Proposed Outlawing of Using Blogs, the Web, Etc. To Cause 
{ǳōǎǘŀƴǘƛŀƭ 9Ƴƻǘƛƻƴŀƭ 5ƛǎǘǊŜǎǎ ¢ƘǊƻǳƎƘ ά{ŜǾŜǊŜΣ wŜǇŜŀǘŜŘΣ ŀƴŘ IƻǎǘƛƭŜέ {Ǉeech, Huffington Post, May 7, 2009, 
www.huffingtonpost.com/eugene-volokh/rep-linda-Sánchez-defends_b_199556.html. 

43. See Violence Against Women and Department of Justice Reauthorization Act of 2005, P.L. 109-162 Tit. I, § 
113, 119 Stat. 2960 (2006); see also CRS Report, supra note 16 at 8. 

44. United States v. Morrison, 529 U.S. 598 (2000) όǎǘǊƛƪƛƴƎ Řƻǿƴ ±!²!Ωǎ ŎƛǾƛƭ ǊŜƳŜŘƛŜǎύΦ 

http://www.huffingtonpost.com/eugene-volokh/rep-linda-sanchez-defends_b_199556.html
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determined by any federal court.45  But even if ±!²!Ωǎ ŀǇǇƭƛŎŀǘƛƻƴ ǘƻ άǎǳōǎǘŀƴǘƛŀƭ ŜƳƻǘƛƻƴŀƭ 
ŘƛǎǘǊŜǎǎέ and online communications were ultimately upheld, the 2006 VAWA amendments 
differ significantly from the approach of the Sánchez bill.  In particular, VAWA requires both 
intent to make the victim suffer, and that the victim actually suffer, either fear of physical injury 
or substantial emotional distress.  By contrast, the Sánchez bill applies to all communications 
ƳŀŘŜ ǿƛǘƘ άǘƘŜ intent to coerce, intimidate, harass, or cause substantial emotional distressΦέ  
Thus, the Sánchez bill would sweep in a vast range of communications that neither cause, nor 
ŀǊŜ ƛƴǘŜƴŘŜŘ ǘƻ ŎŀǳǎŜΣ άǎǳōstantial emotional diǎǘǊŜǎǎΣέ ōǳǘ that are merely made with intent to 
άŎƻŜǊŎŜΣέ άƛƴǘƛƳƛŘŀǘŜέ ƻǊ άƘŀǊŀǎǎΦέ  

Neither of the other two federal statutes discussed by the CRS Report provides a clear analogy 
in support of the Sánchez approach.  The first statute (18 U.S.C. § 875) has been applied to 
some Internet communications, but requires both a threat of physical harm and extortionτand 
therefore would not apply to mere harassment, or even most stalking.46  The second statute (47 
U.S.C. § 223) applies to e-mail and to harassment without any threat, but only to anonymous, 
direct communication between perpetrator and victim.  While Sánchez claims that her bill is 
focused on anonymous communications,47 in fact her bill makes no such distinction.  The courts 
have uphŜƭŘ ǘƘƛǎ ǎǘŀǘǳǘŜΩǎ ŀǇǇƭƛŎŀǘƛƻƴ ǘƻ άcommunications intended to instill fear in the victim, 
not to provoke a discussion about political issues of the dayΣέ ōǳǘ according to the CRS Report, 
άhave yet to address this statute as it applies to Internet ΨharassmenǘΦΩέ48 

9ǾŜƴ ƛŦ ǘƘŜǊŜ ǿŜǊŜ ŀ Ŏƻƴǎǘƛǘǳǘƛƻƴŀƭ ǿŀȅ ǘƻ ŎǊƛƳƛƴŀƭƛȊŜ άƘŀǊŀǎǎƳŜƴǘέ (absent ŀ άǘǊǳŜ ǘƘǊŜŀǘέύΣ 
attempting to distinguish between actual harassment and what may be nothing more than 
routine online άŦƭŀƳƛƴƎέ όi.e., heated online exchanges) is no easy task.  In particular, the 
Sánchez bill offers no clear standard by which judges and juries should distinguish between 
ǳƴǇǊƻǘŜŎǘŜŘ άŎƻŜǊŎƛƻƴέ όǎŀȅΣ Ŝ-mail harassment of an ex-ōƻȅŦǊƛŜƴŘύ ŀƴŘ άŎƻŜǊŎƛƻƴέ ƛƴ ŀƴ ŜŦŦƻǊǘ 
to get someone to change a political or philosophical position (say, repeated and hostile blog 
postings).49  The physical separation made possible by the Internet makes it difficult to easily 
apply traditional legal norms, including even well-settled definitions.  This makes it especially 
important to craft clear definitions that can survive a constitutional analysis for vagueness.  
Indeed, the CRS Report concludes by recommending that key terms be defined in any 
ƭŜƎƛǎƭŀǘƛƻƴ ǘƻ ŀǾƻƛŘ ǾŀƎǳŜƴŜǎǎ ƻǊ ǎǳōƧŜŎǘƛǾƛǘȅ ǘƘŀǘ ǿƻǳƭŘ ŎǊŜŀǘŜ άan inordinate amount of 
prosecutorial discretionέτsomething that Rep. Sánchez, despite her professed commitment to 
constitutional values, has not bothered to add to her bill in the nine months that have elapsed 
since the release of the CRS Report.50 

Second, as Volokh notes, the bill offers no clear standard by which to distinguish between 
injuries to public and private figuresτa key distinction in First Amendment jurisprudence.  

                                                      

45. See CRS Report, supra note 16 at 7. 

46. See id. at 6-7. 

47. Sánchez, supra note 28. 

48. CRS Report, supra note 16 at 8-9 (quoting United States v. Bowker, 372 F.3d 365 (6th Cir. 2004)). 

49. Volokh, supra note 42. 

50. CRS Report, supra note 16 at 24. 



Testimony of Berin Szoka & Adam Thierer, The Progress & Freedom Foundation  Page 13 

While Rep. {łƴŎƘŜȊ ǊŜǎǇƻƴŘǎ ǘƘŀǘ ƧǳǊƛŜǎ ǿƻǳƭŘ ƘŀǾŜ άŘƛǎŎǊŜǘƛƻƴέ ǘƻ ƳŀƪŜ ǎǳŎƘ ŘƛǎǘƛƴŎǘƛƻƴǎΣ 
Volokh pointǎ ƻǳǘ ǘƘŀǘ άǳƴƎǳƛŘŜŘ ƧǳǊȅ ŘƛǎŎǊŜǘƛƻƴ ƛǎ ƛǘǎŜƭŦ ŀ CƛǊǎǘ !ƳŜƴŘƳŜƴǘ ǇǊƻōƭŜƳΣ ōŜŎŀǳǎŜ 
of the risk that juries will apply the law in viewpoint-ōŀǎŜŘ ǿŀȅǎΦέ  IŜ ŀƭǎƻ ƻōǎŜǊǾŜǎ ǘƘŀǘΣ 
ǿƘŀǘŜǾŜǊ ƻƴŜ ƳƛƎƘǘ ǎŀȅ ŀōƻǳǘ άŎƻŜǊŎƛǾŜέ ǎǇŜŜŎƘ ǘƻǿŀǊŘǎ ǇǳōƭƛŎ ŦƛƎǳǊŜǎΣ άŜǾŜƴ ǎǇŜŜch that 
ŘƛǎǘǊŜǎǎŜǎ ǇǊƛǾŀǘŜ ǇŜƻǇƭŜ ƛǎ ƎŜƴŜǊŀƭƭȅ Ŏƻƴǎǘƛǘǳǘƛƻƴŀƭƭȅ ǇǊƻǘŜŎǘŜŘΦέ 

Third, as Volokh notes, the bill sets a dangerous precedent for further erosions of free speech 
rights, particularly because, unlike many state laws, the bill does not specifically exclude 
constitutionally protected speech.51   

Finally, the CRS Report notes that these concerns about statutory vagueness may also cause  
cyberharassment/stalking/bullying laws to run afoul of the Fourteenth AmendƳŜƴǘΩǎ ŘǳŜ 
process guarantees: 

Criminal statutes that lack sufficient definiteness or specificity may be held άǾƻƛŘ 
ŦƻǊ ǾŀƎǳŜƴŜǎǎΦέ ¦ƴŘŜǊ ǘƘƛǎ ŘƻŎǘǊƛƴŜΣ ŀ ƎƻǾŜǊƴƳŜƴǘŀƭ ǊŜƎǳƭŀǘƛƻƴ ƻǊ ǎǘŀǘǳǘŜ Ƴŀȅ 
be declared void if it fails to give a person adequate warning that his or her 
conduct is prohibited or if it fails to set out adequate standards to prevent 
arbitrary and/or discriminatory enforcement.52 

Given these concerns, any proposal to criminalize certain forms of speech will require that 
extraordinary care be taken to avoid creating vagueness and subjectivity. 

C. No Easy Remedy for Additional Problems with the Sánchez Bill 

What if the Sánchez bill were truly focused on cyberbullying by limiting its scope to kids?  
[ƛƳƛǘƛƴƎ ǘƘŜ ōƛƭƭΩǎ ǎŎƻǇŜ ǘƻ intentionally and exceptionally harmful communications directed at 
kids under a certain age would clearly help to remedy some of the most severe First 
Amendment problems raised by the current bill by minimizing the chilling of constitutionally 
protected speechΦ  LƴŘŜŜŘΣ ƛŦ ƻƴŜ ǊŜŀŘ ƻƴƭȅ ǘƘŜ ƴŀƳŜ ƻŦ ƘŜǊ ōƛƭƭΣ ǘƘŜ άaŜƎŀƴ Meier 
/ȅōŜǊōǳƭƭȅƛƴƎ tǊŜǾŜƴǘƛƻƴ !ŎǘΣέ ƻƴŜ ƳƛƎƘǘ ŀǎǎǳƳŜ (wrongly) that the bill was focused on 
harassment by older adults of kids young enough to be truly vulnerableτbut also old enough to 
respond to bullying through something as extreme as suicide.   

WhateǾŜǊ [ƻǊƛ 5ǊŜǿΩǎ precise involvement, the Megan Meier case seems to be an exception to 
the rule that most cyberbullying incidents involve peer-on-peer interaction among youth. But 
the prospect of even a few adults tormenting children to the point of suicide would rouse the 
righteous indignation of anyone.  Narrowly crafting a law to deal with this specific problem 
would well be worthwhile if it prevents another Megan Meier from taking her own life.   

But how to write such a law is by no means clear.  What should the standard for harassment 
be?  What age range of victims should we protect?  What age range of perpetrators should we 
punish?  These are difficult questions that may require more empirical data to answer, and it 

                                                      

51. Cf. Mo. Rev. Stat. § 565.225 όάConstitutionally protected activity is not included within the meaning of 
Ψcourse of conduct.Ω Such constitutionally protected activity includes picketing or other organized protestsΦέύΦ   

52. CRS Report, supra note 16 at 20-21. 
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might be better to allow the states to explore them and experiment with legislation before 
Congress blindly leaps forward with a poorly-crafted law that could seriously chill 
constitutionally protected online expression.  We discuss existing Missouri and other state laws 
herein only because they illustrate how some states have dealt with some of these questions, 
not because they should serve as a comprehensive model.  Indeed, state laws vary widely, as 
noted by the CRS Report,53 and a careful study of that survey should be undertaken before even 
attempting to propose any one-size-fits-all legislative solution.  But four prerequisites are clear.   

First, criminal sanctions should be limited to adult perpetrators.  The criminalization approach 
ŦƻǳƴŘ ƛƴ ǘƘŜ {łƴŎƘŜȊ ōƛƭƭ ƳƛƎƘǘ ǎƻǳƴŘ ƭƛƪŜ ŀ ǿŀȅ ǘƻ άƎet sŜǊƛƻǳǎέ ŀōƻǳǘ ǇǊƻǘŜŎǘƛƴƎ ƪƛŘǎΣ but its 
effect would fall most directly on kids themselves.  Creating a criminal recordτespecially a 
federal felony, as Rep. Sánchez proposesτfor peer-on-peer harassment could stigmatize kids 
for life for mistakes made during their youth.  The problem of peer-on-peer harassment (true 
άŎȅōŜǊōǳƭƭȅƛƴƎέ ƛƴ ǘƘŜ ǎŜƴǎŜ ǳǎŜŘ ƘŜǊŜƛƴύ ǎƘƻǳƭŘ ōŜ ŀŘŘǊŜǎǎŜŘ ǘƘǊƻǳƎƘ άƭŜǎǎ ǊŜǎǘǊƛŎǘƛǾŜέ ƳŜŀƴǎ 
like education and awareness-buildingτsuch as would be supported by as the SAFE Internet 
Act.  Furthermore, to the extent that cyberbullying occurs between students at the same 
school, appropriate disciplinary and counseling policies at the school level involving pediatric 
professionals may significantly improve the problem.54 Indeed, ensuring that schools have the 
legal authority to develop and implement such policies (consistent with the First and 
Fourteenth Amendments) is the most compelling need for legislation at the moment.55 

Second, the class of victims protected by criminal (and especially felony) sanctions should be 
limited to minors.  The most obvious analogy is offered by the federal telephone harassment 
law cited above (47 U.S.C. § 223), which applies not only to anonymous, harassing 
ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΣ ōǳǘ ŀƭǎƻ ǘƻ ǘƘŜ ǘǊŀƴǎƳƛǎǎƛƻƴ ƻŦ άŀƴȅΧ communication which is obscene or 
child pornographyΧ ώƳŀŘŜϐ knowing that the recipient of the communication is under 18 years 
of ageΦέ56  Another analogy is offered by COPPA, which applies to the collection of information 
from kids under 13.57  While this cut-off may be too low, and certainly would not have applied 
to Megan Meier, the age of majority (18) may be too high.  Perhaps 16 and under might be 
more appropriate.  This was the cut-off chosen by Congress when it passed the ill-fated 
/ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƻǘŜŎǘƛon Act (COPA), which has been struck down by various courts on First 
Amendment grounds.58  It was also the age range initially contemplated for COPPA, which 
would originally have required parental notificationτbut not prior consentτfor the collection 
of information about children ages 13-16.  Some states use such cut-offs to distinguish between 

                                                      

53. Id. at 25-34 (cataloguing state cyber harassment and cyberstalking laws) 

54. άParents of these [bullied] children need to be encouraged to demand that schools take action, and 
pediatricians probably need to be ready to talk to the principal. And we need to follow up with the children to 
make sure the situation gets better, and to check in on their emotional health and get them help if they need it.έ 
Perri Klass, M.D., At Last, Facing Down Bullies and Their Enablers, N.Y. Times, June 8, 2009, 
www.nytimes.com/2009/06/09/health/09klas.html?_r=2&emc=eta1. 

55. See CRS Report, supra note 16 at 10-11 (discussing such statutes recently enacted). 

56. 47 U.S.C. § 223(a)(1)(B).  See supra at 13. 

57. See supra note 6. 

58. See infra note 70. 

file:///C:/Users/Adam%20Thierer/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/V4T5CPJO/www.nytimes.com/2009/06/09/health/09klas.html%3f_r=2&emc=eta1
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degrees of stalking (and therefore penalties).  For example, Alaska considers it stalking in the 
first degree if, among other things, the victim is 15 or underτanother potential cut-off.59   

While choosing an appropriate cut-off would be difficult, equally difficult would be determining 
how to avoid chilling communication among near-age peers.  For example, if the law applies to 
victims 16 and under, but also to perpetrators 17 and older, it might significantly affect a great 
deal of legitimate interaction among kids.  The better approach would be to leave a gap large 
enough between the maximum age of victims (say, 16 and under) and the minimum age of 
perpetrators (say, 21 and over) to ensure that the law really does focus on genuine harassment 
by mature adults and not interaction between younger kids and older kids or very young adults.  
While current Missouri law unwisely criminalizes all cyberharassment, including cyberbullying, 
it does provide a useful example as to how to draw distinctions by age, creating precisely such a 
gap:  The law deems it a felony (with a sentence of up to four years) if the perpetrator is 21 or 
over and the victim is 17 or under, and otherwise treats interactions without credible threats as 
misdemeanors (with a sentence of up to one year).60  For interactions among kids, or between 
young adults in this gap and kids, there may be better solutions than criminalization such as 
better user policies for online social networks or codes of conduct for schools.   

Third, the law should require, as 47 U.S.C. § 223 does, that the adult knew, or had reason to 
know, that their victim was below a certain age at the time of the cyberharassment.  Given the 
inherent anonymity of the Internet, this requirement would be essential to ensure that a well-
intentioned law does not chill protected speech (since users often do not know with whom they 
are really communicating or how old that person is).  Again, Missouri provides just one example 
of how to write such a lawΣ ŘŜŦƛƴƛƴƎ ƻƴŜ ǾŀǊƛŜǘȅ ƻŦ ƘŀǊŀǎǎƳŜƴǘ ŀǎ άKnowing[] communicat[ion] 
with another person who is, or who purports to be, seventeen years of age or youngerΧΦέ61 

Fourth, for the reasons discussed above, the law should provide unambiguous standards to 
ensure that it does not burden protected speech ƻǊ ǾƛƻƭŀǘŜ ǘƘŜ CƻǳǊǘŜŜƴǘƘ !ƳŜƴŘƳŜƴǘΩǎ ŘǳŜ 
process guarantees.  Determining precisely how to do that will require careful engagement with 
First and Fourteenth Amendment experts.   

In all these cases, rather than rushing to respond to media headlines, Congress should think 
very carefully if it is to write laws that will both survive constitutional challenges and actually 
work in the real world without disrupting legitimate online speech and conversations.  Again, to 
return to the four major questions outlined above, even if we conclude that a new law is indeed 
needed and that it should be federal, it is by no means clear what the law should actually look 
like.  That is sufficient reason for Congress to, as the CRS Report commissioned by Rep. Sánchez 
ǎǳƎƎŜǎǘǎΣ άadopt a wait-and-see approach, monitoring state Internet harassment-related 
activities and the types of behavior prosecutedΣέ ƛƴǎǘŜŀŘ ƻŦ ǊǳǎƘƛƴƎ to pass pre-emptive federal 
legislation.62  

                                                      

59. www.legis.state.ak.us/cgi-bin/folioisa.dll/stattx99/query=*/doc/{t3744}/pageitems={body}?. 

60. See Mo. Rev. Stat. § 565.090(2)(1) (harassment),; 565.225(3)(4) (stalking), and 558.011 (sentences). 

61. Mo. Rev. Stat. § 565.090(1)(4). 

62. CRS Report, supra note 16 at 23. 

http://www.legis.state.ak.us/cgi-bin/folioisa.dll/stattx99/query=*/doc/%7Bt3744%7D/pageitems=%7Bbody%7D?
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VII. Advantages of the Wasserman Schultz Bill 

As illustrated above, the Sánchez bill raises more questions than it answers.  Rather than 
rushing to regulate without clear answers to these difficult questions, Congress can make a 
clear cƻƴǘǊƛōǳǘƛƻƴ ǘƻ ŎƻƴŎŜǊƴǎ ŀōƻǳǘ ŎȅōŜǊōǳƭƭȅƛƴƎ ǘƻŘŀȅ ōȅ ǘŀƪƛƴƎ ŀƴ άŜŘǳŎŀǘŜ ŦƛǊǎǘέ ŀǇǇǊƻŀŎƘ 
to the issue.  

The only real shortcoming of the Wasserman Schultz bill is that, while it embraces education 
and awareness-building as superior options to treating kids like criminals, it nonetheless vests 
primary grant-making authority in the Department of Justice (DOJ) rather than, say, the 
Departments of Education or Health and Human Services.  Because government agencies tend 
to award grants to agencies they are most familiar with and because grant proposals inevitably 
tend to reflect the likely interests of grant-makers, vesting this authority in the Department of 
Justice is likely to mean that the educational efforts funded under the bill will be more focused 
on the model of treating cyberbullies as perpetrators.  

Nonetheless, even if the DOJ is driving the grant-making process, such an education-based 
approach is still the more sensible approach compared to what is found in the Sánchez bill.  
Incidentally, there are other federal education-based efforts currently underway.  The 
άtǊƻǘŜŎǘƛƴƎ /ƘƛƭŘǊŜƴ ƛƴ ǘƘŜ нмǎǘ /ŜƴǘǳǊȅ !ŎǘΣέ ǿƘƛŎƘ ǿŀǎ ǎƛƎƴŜŘ ƛƴǘƻ ƭŀǿ ōȅ tǊŜǎƛŘŜƴǘ .ǳǎƘ ƛƴ 
нллу ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ ά.ǊƻŀŘōŀƴŘ 5ŀǘŀ {ŜǊǾƛŎŜǎ LƳǇǊƻǾŜƳŜƴǘ !ŎǘΣέ63 required that the Federal 
Trade Commƛǎǎƛƻƴ όC¢/ύ άŎŀǊǊȅ ƻǳǘ ŀ ƴŀǘƛƻƴǿƛŘŜ ǇǊƻƎǊŀƳ ǘƻ ƛƴŎǊŜŀǎŜ ǇǳōƭƛŎ ŀǿŀǊŜƴŜǎǎ ŀƴŘ 
ǇǊƻǾƛŘŜ ŜŘǳŎŀǘƛƻƴέ ǘƻ ǇǊƻƳƻǘŜ ǎŀŦŜǊ LƴǘŜǊƴŜǘ ǳǎŜ ŀƴŘΥ  

utilize existing resources and efforts of the Federal Government, State and local 
governments, nonprofit organizations, private technology and financial 
companies, Internet service providers, World Wide Web-based resources, and 
other appropriate entities, that includes (1) identifying, promoting, and 
encouraging best practices for Internet safety; (2) establishing and carrying out a 
national outreach and education campaign regarding Internet safety utilizing 
various media and Internet-based resources; (3) facilitating access to, and the 
exchange of, information regarding Internet safety to promote up to-date 
knowledge regarding current issues; and, (4) facilitating access to Internet safety 
education and public awareness efforts the Commission considers appropriate 
by States, units of local government, schools, police departments, nonprofit 
organizations, and other appropriate entities.64 

Moreover, this same bill authorized the creation of an Online Safety and Technology Working 
Group (OSTWG).65  Pursuant to the requirements of the bill, the National Telecommunications 
and Information Administration (NTIA) at the Commerce Department has appointed 35 

                                                      

63. Broadband Data Services Improvement Act of 2008, Pub. L. 110-385, 110
th

 Congress. 

64. For background on how these measures originated in Congress, see Adam Thierer, The Progress & 
Freedom Foundation, Two Sensible, Education-Based Approaches to Online Child Safety, Progress Snapshot 3.10, 
Sept. 2007, www.pff.org/issues-pubs/ps/2007/ps3.10safetyeducationbills.pdf. 

65.   Full disclosure: Adam Thierer is a member of the OSTWG task force. 

http://www.pff.org/issues-pubs/ps/2007/ps3.10safetyeducationbills.pdf
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members who will serve 15-month terms to study the status of industry efforts to promote 
online safety, best practices among industry leaders, the market for parental control 
technologies, and assistance to law enforcement in cases of online child abuse.  The 
Department of Justice, the U.S. Department of Education, the Federal Communications 
Commission, and the Federal Trade Commission all have delegates serving on the working 
group.  OSTWG began its work in early June 2009 and is due to report back to Congress within 
one year.66 

A. Advantages of an Education-Based Approach 

The reason educational-based approaches are so vital is because they can help teach kids how 
to behave inτor respond toτa wide variety of situations.  Education teaches lessons and 
builds resiliency, providing skills and strength that can last a lifetime.   

That was the central finding of a blue-ribbon panel of experts convened in 2002 by the National 
Research Council of the National Academy of Sciences to study how best to protect children in 
ǘƘŜ ƴŜǿΣ ƛƴǘŜǊŀŎǘƛǾŜΣ άŀƭǿŀȅǎ-ƻƴέ ƳǳƭǘƛƳŜŘƛŀ ǿƻǊƭŘΦ  ¦ƴŘŜǊ ǘƘŜ ƭŜŀŘŜǊǎƘƛǇ ƻŦ ŦƻǊƳŜǊ ¦Φ{Φ 
Attorney General Richard Thornburgh, the group produced a massive report that outlined a 
sweeping array of methods and technological controls for dealing with potentially 
objectionable media content or online dangers.  Ultimately, however, the experts used a 
compelling metaphor to explain why education was the most important strategy on which 
parents and policymakers should rely: 

Technologyτin the form of fences around pools, pool alarms, and locksτcan 
help protect children from drowning in swimming pools. However, teaching a 
child to swimτand when to avoid poolsτis a far safer approach than relying on 
locks, fences, and alarms to prevent him or her from drowning. Does this mean 
that parents should not buy fences, alarms, or locks? Of course notτbecause 
they do provide some benefit. But parents cannot rely exclusively on those 
devices to keep their children safe from drowning, and most parents recognize 
that a child who knows how to swim is less likely to be harmed than one who 
does not. Furthermore, teaching a child to swim and to exercise good judgment 
about bodies of water to avoid has applicability and relevance far beyond 
swimming poolsτas any parent who takes a child to the beach can testify.67  

wŜƎǊŜǘǘŀōƭȅΣ ǿŜ ƻŦǘŜƴ Ŧŀƛƭ ǘƻ ǘŜŀŎƘ ƻǳǊ ŎƘƛƭŘǊŜƴ Ƙƻǿ ǘƻ ǎǿƛƳ ƛƴ ǘƘŜ άƴŜǿ ƳŜŘƛŀέ ǿŀǘŜǊǎΦ 
Indeed, to extend the metaphor, it is as if we are generally adopting an approach that is more 
akin to just throwing kids in the deep end and waiting to see what happens. Educational 
initiatives are essential to rectifying this situation.  

                                                      

66. See Leslie Cantu, Newest Online Safety Group Will Report on Industry Efforts, Washington Internet Daily, 
Vol. 10 No. 107, June 5, 2009; Larry Magid, CŜŘŜǊŀƭ tŀƴŜƭ ¢ŀƪŜǎ ŀ CǊŜǎƘ [ƻƻƪ ŀǘ YƛŘǎΩ LƴǘŜǊƴŜǘ {ŀŦŜǘȅ, San Jose 
Mercury News, www.mercurynews.com/business/ci_12522370?nclick_check=1; Adam Thierer, The Progress & 
Freedom Foundation, Online Safety Technology Working Group (OSTWG) Is Underway, PFF Blog, June 4, 2009,  
http://blog.pff.org/archives/2009/06/online_safety_technology_working_group_ostwg_is_un.html.   

67. Computer Science and Telecommunications Board, National Research Council, Youth, Pornography, and 
the Internet (National Academy Press, 2002) at 224, www.nap.edu/openbook.php?isbn=0309082749&page=224.   

http://www.mercurynews.com/business/ci_12522370?nclick_check=1
http://blog.pff.org/archives/2009/06/online_safety_technology_working_group_ostwg_is_un.html
http://www.nap.edu/openbook.php?isbn=0309082749&page=224
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B. Education-Based Approaches Are Clearly Constitutional  

Such education-based legislative approaches have the added benefit of remaining within the 
boundaries of the First and Fourteenth Amendments because government would not be 
seeking to restrict speech, but simply to better inform and empower parents regarding the 
parental control tools and techniques already at their disposal.68  The courts have encouragedτ
or demandedτsuch educational efforts, and not just in the case of online safety.69  

This is why education, not regulation, represents the superior approach to address online child 
safety.  When Congress seeks to regulate online speech or content, by contrast, such measures 
usually get bogged down in the courts for many years. For example, the Child Online Protection 
!Ŏǘ ό/ht!ύ ǿŀǎ ǇŀǎǎŜŘ ōȅ /ƻƴƎǊŜǎǎ ƛƴ мффу ƛƴ ŀƴ ŜŦŦƻǊǘ ǘƻ ǊŜǎǘǊƛŎǘ ƳƛƴƻǊǎΩ ŀŎŎŜǎǎ ǘƻ ŀŘǳƭǘ-
oriented websites.  After a decade-long series of court battles about the constitutionality of the 
ƳŜŀǎǳǊŜΣ ƛƴ WŀƴǳŀǊȅ нллфΣ ǘƘŜ ¦Φ{Φ {ǳǇǊŜƳŜ /ƻǳǊǘ ǊŜƧŜŎǘŜŘ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ƭŀǘŜǎǘ ǊŜǉǳŜǎǘ ǘƻ 
revive COPA, meaning it is likely dead.70 (It had already been considered by the Supreme Court 
twice before). If all the money that has been spent litigating this case had instead been spent 
on media literacy and online safety campaigns, it could have produced concrete, lasting results. 

VIII. Child Safety & Proper “Netiquette”:  The Role of Parents & Schools 

A. The Role of Parents 

While government-directed or funded educational efforts can play an important role in 
addressing online safety concerns, there is simply no substitute for parental oversight and 
mentoring.  

One of the most important parenting responsibilities involves teaching our children basic 
manners and rules of social etiquette. For example, we teach them proper dinner table 
manners, to cover their mouths when they cough or sneeze, to hold doors open for others, or 
ǎƛƳǇƭȅ ǘƻ ǎŀȅ άǘƘŀƴƪ ȅƻǳέ ǿƘŜƴ Ǝiven something.  When we become parents, no government 

                                                      

68. ά!ƭǘƘƻǳƎƘ ƎƻǾŜǊƴƳŜƴǘΩǎ ŀōƛƭƛǘȅ ǘƻ ǊŜƎǳƭŀǘŜ ŎƻƴǘŜƴǘ Ƴŀȅ ōŜ ǿŜŀƪΣ ƛǘǎ ŀōƛƭƛǘȅ ǘƻ ǇǊƻƳƻǘŜ Ǉƻǎƛǘƛve 
programming and media research is not. Government at all levels should fund the creation and evaluation of 
positive media initiatives such as public service campaigns to reduce risky behaviors and studies about educational 
programs that explore innovatiǾŜ ǳǎŜǎ ƻŦ ƳŜŘƛŀΦέ WŜŀƴƴŜ .Ǌƻƻƪǎ-Gunn & Elisabeth Hirschhorn Donahue, 
Introducing the Issue, Children and Electronic Media, The Future of Children, Vol. 18, No. 1, Spring 2008, at 8. 

69. For example, in a November 2006 decision which struck down an Illinois law that sought to regulate video 
game sales to minors, the Seventh Circuit Court of Appeals noted that parents are already actively involved in 
making decisions about the games their children buy. Noting how parents are involved in well over 83 percent of 
ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǾƛŘŜƻ ƎŀƳŜ ǇǳǊŎƘŀǎŜǎΣ ǘƘŜ ŎƻǳǊǘ ǿŜƴǘ ƻƴ ǘƻ ŀǊƎǳŜ ǘƘŀǘΥ  

If Illinois passed legislation which increased awareness of the ESRB [Entertainment Software 
Rating Board voluntary rating] system, perhaps through a wide media campaign, the already-high 
rate of parental involvement could only rise. Nothing in the record convinces us that this 
proposal would not be at least as effective as the proposed speech restrictions. 

Entertainment Software Association v. Blagojevich, 7th Cir. Court of Appeals, WL 3392078, November 27, 2006, p. 
16, www.jenner.com/files/tbl_s18News/RelatedDocuments147/2652/Seventh_Circuit_ILVideoGame.pdf.  

70. See Adam Thierer, Progress & Freedom Foundation, Closing the Book on COPA, PFF Blog, Jan. 21, 2009, 
http://blog.pff.org/archives/2009/01/closing_the_boo.html. 

http://www.jenner.com/files/tbl_s18News/RelatedDocuments147/2652/Seventh_Circuit_ILVideoGame.pdf
http://blog.pff.org/archives/2009/01/closing_the_boo.html
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agent gives us a handbook instructing us to do all this.  Rather, these are social conventions that 
come to us naturally, just as they did with our parents and the generations of parents that 
came before them.  These informal social rules of etiquette are essential to well-functioning 
ŎƛǾƛƭ ǎƻŎƛŜǘȅΦ  !ƴŘ ƛǘ ƛǎ ŎƻƳƳƻƴƭȅ ǳƴŘŜǊǎǘƻƻŘ ǘƘŀǘ ǘƘŜǎŜ ŀǊŜ άǊǳƭŜǎέ ǘƘŀǘ ŦŀƳƛƭƛŜǎΣ ŎƻƳƳǳƴƛǘƛŜǎΣ 
and other social groups or institutions are primarily responsible for instilling in children.   

²Ƙȅ ǎƘƻǳƭŘ ƛǘ ōŜ ŀƴȅ ŘƛŦŦŜǊŜƴǘ ŦƻǊ ǇǊƻǇŜǊ ǘŜŎƘƴƻƭƻƎȅ ǳǎŀƎŜΚ  Lǘ ǎƘƻǳƭŘƴΩǘΦ  !ƎŀƛƴΣ Ƴƻǎǘ ǇŀǊŜƴǘǎ 
ǊŜǇŜŀǘŜŘƭȅ ŘǊƛƭƭ ōŀǎƛŎ ƳŀƴƴŜǊǎ ƛƴǘƻ ǘƘŜƛǊ ƪƛŘǎ ǳƴǘƛƭ ƛǘ ƛǎ ŎƭŜŀǊ ǘƘŀǘ ǘƘŜȅ άƎŜǘ ƛǘΦέ ¦ƴŦƻǊǘǳƴŀǘŜƭȅΣ 
the same cannot always be said for online manners. This might be the case because the 
Internet and digital communications technologies have taken the world by storm and caught 
the current generation of parents a bit off guard.  Unaccustomed to, or uncomfortable with 
modern computing or communications devices, some parents may be neglecting their duties in 
terms of teaching good online etiquette and basic online safety.71  Of course, as the panel of 
ŜȄǇŜǊǘǎ ŀǎǎŜƳōƭŜŘ ōȅ ǘƘŜ bŀǘƛƻƴŀƭ !ŎŀŘŜƳȅ ƻŦ {ŎƛŜƴŎŜǎ ŀƭǎƻ ƴƻǘŜŘΣ άLǘ Ƴŀȅ ōŜ ǘƘŀǘ ŀǎ ǘƻŘŀȅΩǎ 
children become parents themselves, their familiarity with rapid rates of technological change 
will reduce the knowledge gap between them and their children, and mitigate to some extent 
ǘƘŜ ŎƻƴǎŜǉǳŜƴŎŜǎ ƻŦ ǘƘŜ ƎŀǇ ǘƘŀǘ ǊŜƳŀƛƴǎΦέ72  

Nonetheless, here are a few lessons children need to be taught as they begin using interactive 
communications and computing technologies, including mobile phones,73 mobile media 
devices, interactive video games, instant messaging, social networking websites, blogs, and so 
on.  To begin, kids need to be taught to assume that everything they do in the digital, online 
world could be archived forever and will be available to their future employers, romantic 
interests, children and grandchildren, and so forth.74   This admonition needs to be repeated 
frequently to remind minors that their online actions today could have profound consequences 
tomorrow.  Beyond this warning, children need to be encouraged to follow some other sensible 
rules while using the Internet and other interactive technologies: 

V Treat others you meet online with the same respect that you would accord them in 
person; 

V Do not bully or harass your peers; 

                                                      

71. άtŜƻǇƭŜ ƴŀǘǳǊŀƭƭȅ ŦŜŀǊ ǿƘŀǘ ǘƘŜȅ Řƻ ƴƻǘ ǳƴŘŜǊǎǘŀƴŘΣέ ǎŀȅǎ Wŀǎƻƴ LƭƭƛŀƴΣ ŀǳǘƘƻǊ ƻŦ MySpace, MyKids. But, 
άǊŜƎŀǊŘƭŜǎǎ ƻŦ Ƙƻǿ ȅƻǳ ŦŜŜƭ ŀōƻǳǘ ǘƘŜ LƴǘŜǊƴŜǘ ŀƴŘ ƻƴƭƛƴŜ ŎƻƳƳǳƴƛǘƛŜǎΣ ǘƘŜȅ ŀǊŜ ƘŜǊŜ ǘƻ ǎǘŀȅΧ [ƛƪŜǿƛǎŜΣ ǿŜΩǊŜ ƴƻǘ 
going to stop our teenagers from chatting online and meeting new people. We just need to teach them how to do 
ƛǘ ǇǊƻǇŜǊƭȅ ǎƻ ǘƘŀǘ ǘƘŜȅ ŘƻƴΩǘ ƎŜǘ ƘǳǊǘΦέ Wŀǎƻƴ LƭƭƛŀƴΣ MySpace, MyKids (2007) at 10-11. 

72. CRS Report, supra note 67 at 49. 

73. The National Institute on Media and the Family produces an excellent guide for parents entitled Cell 
Phones and Your Kids that offers friendly pointers for parents looking to teach their children proper cell phone 
etiquette.  See National Institute on Media and the Family, A MediaWise Parent GuideτCell Phones and Your Kids, 
2006, www.mediafamily.org/network_pdf/cellphon_guide.pdf. Also, the Harvard University Center on Media and 
Child Health has some useful guidelines at http://cmch.tv/mentors/hotTopic.asp?id=70.  

74. ά¢ƘŜ ōƛƎƎŜǎǘ ƳŜǎǎŀƎŜ ǘƘŀǘ Ƴǳǎǘ ōŜ ƛƳǇŀǊǘŜŘ ǘƻ ŎƘƛƭŘǊŜƴ ŀƴŘ ǘŜŜƴǎ ǿƛǘƘ ǊŜǎǇŜŎǘ ǘƻ ώǘƘŜƛǊϐ ǇǊƛǾŀŎȅ ŀƴŘ ǘƘŜ 
Internet is: ƛǘΩǎ ƴƻǘ ǇǊƛǾŀǘŜΗΗΗ Anything and everything that is put into electronic form and sent or posted online is 
ǇǳōƭƛŎ ƻǊ ŎƻǳƭŘ Ŝŀǎƛƭȅ ōŜ ƳŀŘŜ ǇǳōƭƛŎΦ ¢Ƙƛƴƪ ōŜŦƻǊŜ ȅƻǳ ǇƻǎǘΦέ  bŀƴŎȅ 9Φ ²ƛƭƭŀǊŘΣ Cyber-Safe Kids, Cyber-Savvy 
Teens (2007), at 92 (emphasis original). 

http://www.mediafamily.org/network_pdf/cellphon_guide.pdf
http://cmch.tv/mentors/hotTopic.asp?id=70
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V Avoid using lewd or obscene language online or in communications; 

V Do not post negative comments about your teachers or principals online; 

V Do not post or share inappropriate pictures of yourself or others; 

V Be extremely careful about talking to strangers online; 

V Do not share your personal information with unknown parties; and 

V Talk to parents and educators about serious online concerns and report dangerous 
situations or harassing communications to them. 

 

Parents might want to formalize such guidelines in the home and then devise penalties if their 
children break those rules (perhaps by taking away PCs, mobile phones, or other digital devices 
for a period of time).  

Finally, there are many other sites and organizations that offer useful tips for dealing with 
cyberbullying, including: Cyberbulling.us,75 the Center for Safe and Responsible Internet Use,76 
Cyberbullyhelp.com,77 ConnectSafely.org,78 the National Crime Prevention Council,79 Wired 
Safety,80 StopBullyingNow.com,81 and the Anti-Defamation League.82 

B. The Role of Schools 

Schools also have an important role to play.  Because the most emotionally damaging bullying 
incidents generally involve young people who are interacting with each other at school, it is 
imperative that schools take proactive leadership in addressing the concerns of bullying 
behavior.  Even though there are some First Amendment constraints on how far they can go, 
schools clearly have the authority to respond to bullying behavior that occurs on campus.  
There are greater restrictions when the harmful speech occurs off-campus.  However, courts 
facing the question of school district authority to respond to off-campus speech have 
consistently held that schools may, if given the appropriate statutory authority mentioned 
above, ǊŜƎǳƭŀǘŜ ǘƘŜ ǎǇŜŜŎƘ ƻŦ ǘƘŜƛǊ ǎǘǳŘŜƴǘǎ ƻǳǘǎƛŘŜ ǎŎƘƻƻƭ ǘƘǊƻǳƎƘ ŦƻǊƳŀƭ ŘƛǎŎƛǇƭƛƴŜ άif it 
would substantially disrupt school operations or interfere with the right of othersΦέ83  

                                                      

75. www.cyberbullying.us  

76. www.cyberbully.org/cyberbully  

77. www.cyberbullyhelp.com  

78. www.connectsafely.org/safety-tips/safety-
tips/index.php?option=com_content&task=view&id=1390&Itemid=95 

79. www.ncpc.org/cyberbullying  

80. www.stopcyberbullying.com  

81. www.stopbullyingnow.com   

82. www.adl.org/education/curriculum_connections/cyberbullying  

83. As summarized by the Third Circuit:  

a school may categorically prohibit lewd, vulgar or profane language on school property. Under 
Hazelwood [School District v. Kuhlmeier, 484 U.S. 260 (1988)], a school may regulate schools-
sponsored speech (that is, speech that a reasonable obǎŜǊǾŜǊ ǿƻǳƭŘ ǾƛŜǿ ŀǎ ǘƘŜ ǎŎƘƻƻƭΩs own 
speech) on the ōŀǎƛǎ ƻŦ ŀƴȅ ƭŜƎƛǘƛƳŀǘŜ ǇŜŘŀƎƻƎƛŎŀƭ ŎƻƴŎŜǊƴΦ άSpeech falling outside of these 

http://www.cyberbullying.us/
http://www.cyberbully.org/cyberbully
http://www.cyberbullyhelp.com/
http://www.connectsafely.org/safety-tips/safety-tips/index.php?option=com_content&task=view&id=1390&Itemid=95
http://www.connectsafely.org/safety-tips/safety-tips/index.php?option=com_content&task=view&id=1390&Itemid=95
http://www.ncpc.org/cyberbullying
http://www.stopcyberbullying.com/
http://www.stopbullyingnow.com/
http://www.adl.org/education/curriculum_connections/cyberbullying
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Further, these legal standards only address the imposition of a formal disciplinary sanction.  
There are no constitutional restrictions whatsoever on schoolsΩ ŀōƛƭƛǘȅ to implement 
comprehensive bullying prevention programs that would address both on-campus and online 
bullying behavior.  Many schools have implemented bullying prevention programs in 
association with their violence prevention activities through the Safe and Drug Free Schools 
programs.84  

Indeed, states are also moving to incorporate a requirement in their state statutes that requires 
schools to incorporate cyberbullying prevention into overall bullying prevention policies and 
prevention activities.  The Anti-Defamation League has recently provided model legislation to 
accomplish this.85  Again, this is the approach that is truly needed. 

IX. Other Legal Options & Emerging Threats 

Given the serious problems with the Sánchez bill, it seems unlikely that would survive the 
constitutional challenges to which it would surely be subjected to in the courts if enacted.  
While the SAFE Internet Act offers Congress an alternative that is both constitutionally sound 
and practically implementable, it remains unclear where Congress might go beyond, or instead 
of, this alternative.  Four possible paths exist for Congress: 

1. Draft a federal statute with appropriate penalties for electronic speech that has 
caused substantial harm such as that addressed in the federal cyberstalking statutes 
and is consistent with constitutional standards for free speech and due process; 

2. Defer to the states to let them experiment with such drafting;  

3. Impose liability for cyberbullying on online intermediaries; or 

4. Restrict online anonymity as a contributing factor to cyberbullying. 
 

It remains unclear what an appropriate federal statute might look like.  Given the extraordinary 
complexity of the task and the inevitability of Constitutional challenges in the courts, however, 
Option 2 is a preferable to Option 1.  Options 3 and 4, by contrast, represent serious threats to 
online free speech and Internet freedom generally. 

                                                                                                                                                                           

categories is subject to Tinker's general rule: it may be regulated only if it would substantially 
disrupt school operations or interfere with the right of othersΦέ   

Killion, 136 F. Supp. 2d. 446, 453. (W.D. Pa. 2001) (school could not punish student for list disparaging athletic 
director) (internal citations omitted); See, e.g., Layshock v. Hermitage Sch. Dist., No. 06-116 (W.D.Pa., July 10, 
2007).  In Layshock, one student was disciplined by his school for posting a derogatory MySpace parody profile 
about another student outside of school and after school hours.  The Court held that the disciplinary action 
ǾƛƻƭŀǘŜŘ ǘƘŜ ǇŜǊǇŜǘǊŀǘƻǊΩǎ CƛǊǎǘ !ƳŜƴŘƳŜƴǘ ǊƛƎƘǘǎ ōŜŎŀǳǎŜ ǘƘŜ ǎŎƘƻƻƭ ƘŀŘ ŦŀƛƭŜŘ ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ ŀƴ άŀǇǇǊƻǇǊƛŀǘŜ 
ƴŜȄǳǎέ ōŜǘǿŜŜƴ ǘƘŜ ŀŎǘƛǾƛǘȅ ŀƴŘ ŀ άǎǳōǎǘŀƴǘƛŀƭ ŘƛǎǊǳǇǘƛƻƴέ ƻŦ ǎŎƘƻƻƭ ŀŎǘƛǾƛǘȅΦ  ¢ƘǳǎΣ ŀŎƪƴƻǿƭŜŘƎƛƴƎ ǘƘŀǘ ǘƘŜ ŎŀǎŜ 
ǿŀǎ άŀ close callΣέ ǘƘŜ ŎƻǳǊǘ ŀŦŦƛǊƳŜŘ ǘƘŜ ƎŜƴŜǊŀƭ ǊƛƎƘǘ ƻŦ ǎŎƘƻƻƭǎ ǘƻ ŀŎǘ ƛƴ ŎŀǎŜǎ ƻŦ ŎȅōŜǊōǳƭƭȅƛƴƎ ǿƘŜǊŜ ŀ 
substantial disruption could be shown. See also Morse v. Frederick, 551 U.S. 393 (2007); supra note 16 at 15-20. 

84. No Child Left Behind Act of 2001, Title IV. Part A, www.ed.gov/policy/elsec/leg/esea02/pg51.html.  

85. www.adl.org/PresRele/Internet_75/5535_75.htm.  

http://www.ed.gov/policy/elsec/leg/esea02/pg51.html
http://www.adl.org/PresRele/Internet_75/5535_75.htm
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A. Should We Deputize the Online Middleman? 

Instead of, or in addition to tougher penalties, Congress might try to address cyberbullying by 
άŘŜǇǳǘƛȊƛƴƎ ǘƘŜ ƳƛŘŘƭŜƳŀƴέ ǘƘǊƻǳƎƘ increased liability for online intermediaries (e.g., social 
networking sites and Internet Service Providers) to encourage them to take steps to somehow 
address the situation.  Section 230 of the Communications Decency Act currently grants online 
intermediaries such as website operators and ISPs broad immunity from suit for third-party 
content for which they might otherwise have been liable as a publisher under traditional tort 
law.86  Some practitioners are already calling on Congress to reopen, revise, or repeal this 
immunity to provide a civil remedy to victims of cyberbullying or cyberharassment.87   

One proposal ǿƻǳƭŘ ŎǊŜŀǘŜ ŀ άƴƻǘƛŎŜ ŀƴŘ ǘŀƪŜŘƻǿƴέ ǎŎƘŜƳŜ ƭƛƪŜ ǘƘŀǘ ŦƻǊ ŎƻǇȅǊƛƎƘǘ 
infringement under the Digital Millennium Copyright Act (DMCA).  If an online intermediary 
refuses to remove cyberbulƭȅƛƴƎ ƳŀǘŜǊƛŀƭ ŀŦǘŜǊ ǊŜŎŜƛǾƛƴƎ άŀŎǘǳŀƭ ƴƻǘƛŎŜέ ǘƘŀǘ ǘƘŜ ƳŀǘŜǊƛŀƭ is part 
of a pattern of cyberbullying, the intermediary could be held liable under tort law.88  This 
ǇǊƻǇƻǎŀƭ ƛǎΣ ƛƴ ŦŀŎǘΣ ǎƛƳǇƭȅ ŀ ƴŀǊǊƻǿ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ ǇǊƻǇƻǎŀƭǎ ǘƻ ŎǊŜŀǘŜ ǎǳŎƘ άǉǳŀƭƛŦƛŜŘ 
imƳǳƴƛǘȅέ ŦƻǊ ƻƴƭƛƴŜ ŘŜŦŀƳŀǘƛƻƴΦ89  

But imposing qualified immunity on Internet intermediaries for cyberbullying is especially 
problematic because cyberbullying is likely to be even more difficult to identify than 
defamation.  Cyberbullying, like all forms of harassment, is not just an isolated offense, as 
ŘŜŦŀƳŀǘƛƻƴ Ŏŀƴ ōŜΤ ƛƴǎǘŜŀŘΣ ƛǘ ǊŜǉǳƛǊŜǎ ŀ ŎƻǳǊǎŜ ƻŦ ŎƻƴŘǳŎǘ ƻǊ άǊŜǇŜŀǘŜŘέ ŀŎǘǎ όŀǎ ǊŜǉǳƛǊŜŘ ōȅ 
the Sánchez bill).  This evidentiary requirement generally helps courts to distinguish between 
genuine harassment and constitutionally protected speech, but may make it more, not less, 
difficult for an intermediary to decide whether to take down material that allegedly constitutes 
cyberbullying, since the intermediary would have to evaluate a range of material, which might 
be on other sites.  This, in turn, makes it even more likely that intermediaries who receive 
notice to take down allegedly cyberbullying-related material will either (1) simply take down all 
material complained about without attempting to distinguish between true bullying material 
and constitutionally protected speech, or (2) cease to allow user generated content (including 
user comments and messages) in the first place in order to minimize their legal liability.  Thus, a 
άƴƻǘƛŎŜ ŀƴŘ ǘŀƪŜŘƻǿƴέ ǊŜƎƛƳe for cyberbullying could be a sword against constitutionally 
protected free speech rather than a shield against genuine cyberbullying.  

Joan Lukeyτa partner at Ropes & Gray, soon-be-president of the American College of Trial 
Lawyers, and herself a victim of cyberstalkingτhas proposed to require intermediaries to take 
down harassing, stalking, or defamatory material upon notice by a plaintiff, but only after a 

                                                      

86.  See generally Adam Thierer & John Palfrey, The Future of Online Obscenity and Social Networks, Ars 
Technica, March 5, 2009, http://arstechnica.com/tech-policy/news/2009/03/a-friendly-exchange-about-the-
future-of-online-liability.ars.  

87. See Andrew LaVallee, What to Do About Cyberbullying?, Wall Street Journal, May 12, 2009, 
http://blogs.wsj.com/digits/2009/05/12/what-to-do-about-cyberbullying. 

88. Bradley A. Areheart, Regulating Cyberbullies Through Notice-Based Liability, Yale Law Journal Pocket Part, 
Vol. 117, 2007,  available at http://ssrn.com/abstract=1081634.   

89. See generally Adam Thierer, Emerging Threats to Section 230, Technology Liberation Front Blog, May 14, 
2009, http://techliberation.com/2009/05/14/emerging-threats-to-section-230. 

http://arstechnica.com/tech-policy/news/2009/03/a-friendly-exchange-about-the-future-of-online-liability.ars
http://arstechnica.com/tech-policy/news/2009/03/a-friendly-exchange-about-the-future-of-online-liability.ars
http://blogs.wsj.com/digits/2009/05/12/what-to-do-about-cyberbullying/
http://ssrn.com/abstract=1081634
http://techliberation.com/2009/05/14/emerging-threats-to-section-230/
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lawsuit has been filed and an appropriate court order has been issued.90  While this approach is 
less drastic in that it requires a lawsuit and a court order, its details remain unclear.   

Importantly, however, the most popular sites for children and teens, including MySpace and 
Facebook, already have excellent Terms of Use policies that prohibit harmful speech and 
complaint procedures that result in the takedown of material that breaches these terms of use 
and other sanctions on users.  Generally speaking, however, the threat of liability should not be 
used to accomplish this goal, as it would force online intermediaries to take sweeping steps 
that could massively chill online speech and threaten the viability of smaller site operators.  

B. Should Online Anonymity Be Banned? 

Rep. Sánchez has identified anonymity as the central factor that facilitates cyberbullying, 
ŀǊƎǳƛƴƎ ǘƘŀǘ ƘŜǊ ōƛƭƭ άǿƻǳƭŘ ŎǊƛƳƛƴŀƭƛȊŜ ōǳƭƭȅƛƴƎΧ ǿƘŜƴ ǇŜǊǇŜǘǊŀǘƻǊǎ ƘƛŘŜ ōŜƘƛƴŘ ǘƘŜ 
ŜƳōƻƭŘŜƴƛƴƎ ŀƴƻƴȅƳƛǘȅ ƻŦ ǘƘŜ ǿŜōΦέ91  Her bill would not ban anonymity, but it would to some 
extent reduce anonymity by creating a new cause of action under which courts could force the 
disclosure of an ŀƴƻƴȅƳƻǳǎ ŀǳǘƘƻǊΩǎ ƛŘŜƴǘƛǘȅ ƛŦ ǘƘŀǘ ǇŜǊǎƻƴ ǿŜǊŜ ŎƘŀǊƎŜŘ ǿƛǘƘ ŎȅōŜǊōǳƭƭȅƛƴƎΦ  
¢ƘŜ ƳƻǊŜ ǎƛƎƴƛŦƛŎŀƴǘ ǘƘǊŜŀǘ ƛǎ ǘƘŀǘ ǘƘŜ {łƴŎƘŜȊ ōƛƭƭ ŎƻǳƭŘ άŀŘŘ ŦǳŜƭ ǘƻ ǘƘŜ ŦƛǊŜέ ƻŦ ƎǊƻǿƛƴƎ Ŏŀƭƭǎ 
to limit or simply ban online anonymity.   

[ǳƪŜȅΩǎ ǇǊƻǇƻǎŜŘ ƭŜƎƛǎƭŀǘƛƻƴ ǿƻǳƭŘ go much further by facilitating courts orders at the 
beginning of harassment or defamation cases that would, in addition to requiring online 
intermediaries to take-down certain bullying or harassing materials, require ǘƘŜƳ ǘƻ άǇǊƻǾƛŘŜ 
whatever identifying information they can about the poster, particularly the metadata 
ƴŜŎŜǎǎŀǊȅ ǘƻ ǘǊŀŎƪ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊΦέ  [ǳƪŜȅ άǎŀȅǎ ǘƘŀǘ ƴƻōƻŘȅ Ŏŀƴ ώŎǳǊǊŜƴǘƭȅϐ 
ǘǊŀŎƪ ŀƴ Lt ŀŘŘǊŜǎǎ ƭŜƎŀƭƭȅ ǳƴƭŜǎǎ ǘƘŜǊŜΩǎ ŀ ŎǊƛƳƛƴŀƭ ŎƻƳǇƭŀƛƴǘ ǇŜƴŘƛƴƎέ ōǳǘ ƘŜǊ ōƛƭƭ άǿƻǳƭŘ ŀƭƭƻǿ 
law enforcement agencies to conduct such a search if a judge finds reasonable cause to believe 
ǘƘŜǊŜ ŀǊŜ ƭƛōŜƭƻǳǎ ƻǊ ŘŜŦŀƳŀǘƻǊȅ ǇƻǎǘƛƴƎǎ ǿƛǘƘƻǳǘ ŀ ŎǊƛƳƛƴŀƭ ŎƻƳǇƭŀƛƴǘΦέ92 

Primarily out of concerns about online child predation, some child safety advocates have 
proposed requiring some form of identity authentication online.  While some might wish to 
completely abolish online anonymity, few would advocate such a complete re-engineering of 
the Internet.  Thus, most efforts to restrict online anonymity focus on partial solutions.  Of 
particular relevance to cyberbullying is the current push at the state level to expand the federal 
/ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ tǊƻǘŜŎǘƛƻƴ !Ŏǘ ό/htt!ύ ƻŦ мффу ǘƻ ǊŜǉǳƛǊŜ άǾŜǊƛŦƛŀōƭŜ ǇŀǊŜƴǘŀƭ 
ŎƻƴǎŜƴǘέ not merely of children under 13 but of all adolescents before websites may allow 
children to share personal information, including creating user accounts on interactive social 
ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜǎΦ  ¢ǿƻ ǎǳŎƘ ά/htt! нΦлέ ƭŀǿǎ ŀǊŜ ŎǳǊǊŜƴǘƭȅ ǇŜƴŘƛƴƎ ƛƴ bŜǿ WŜǊǎŜy and Illinois.  
As we have explained previously, these laws would require age verificationτand therefore 
some form of identity authenticationτfor large numbers of users, either of all websites with 

                                                      

90. Brian Baxter, Tormented By Cyber-Stalker, Ropes Partner Drafts New Legislation, April 17, 2009, 
http://amlawdaily.typepad.com/amlawdaily/2009/04/ropes-gray-partner-fights-cyberstalker.html. 

91. Linda Sánchez, Protecting Victims, Preserving Freedoms, Huffington Post, May 6, 2009, 
www.huffingtonpost.com/rep-linda-Sánchez/protecting-victims-preser_b_198079.html.  

92. Supra note 90. 

http://amlawdaily.typepad.com/amlawdaily/2009/04/ropes-gray-partner-fights-cyberstalker.html
http://www.huffingtonpost.com/rep-linda-sanchez/protecting-victims-preser_b_198079.html
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ŎŜǊǘŀƛƴ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƻǊ ŀƭƭ άŀŘƻƭŜǎŎŜƴt-ƻǊƛŜƴǘŜŘέ ǎƛǘŜǎΦ93  In either case, such 
laws would affect the free speech rights of large numbers of adults as well as adolescents.94  
Despite the constitutional and practical problems raised by such laws, they might nonetheless 
appeal to some advocates oŦ άƎŜǘǘƛƴƎ ǘƻǳƎƘέ ƻƴ ŎȅōŜǊōǳƭƭȅƛƴƎ ōŜŎŀǳǎŜ ǘƘŜȅ ǿƻǳƭŘ ŜǎǎŜƴǘƛŀƭƭȅ 
ban anonymity where it matters most to cyberbullying:  on websites frequented by kids.   

An intellectually honest defense of online anonymity should begin by recognizing its costs.  It is 
prƻōŀōƭȅ ǘǊǳŜ ǘƘŀǘ ǘƘŜ άǾŜƛƭ ƻŦ ŀƴƻƴȅƳƛǘȅέ ŜƳōƻƭŘŜƴǎ ǎƻƳŜ ǇŜǊǇŜǘǊŀǘƻǊǎ ǿƘƻ ƳƛƎƘǘ ƴƻǘ 
otherwise engage in bullying, harassment and stalking, both because the physical separation of 
ŎȅōŜǊǎǇŀŎŜ ŀƭƭƻǿǎ ǘƘŜƳ ǘƻ άƻǾŜǊŎƻƳŜ ǇŜǊǎƻƴŀƭ ƛƴƘƛōƛǘƛƻƴǎέ ŦŀŎŜŘ άǿƘŜƴ ŎƻƴŦǊƻƴǘing a victim in 
ǇŜǊǎƻƴέ ŀƴŘ Ǉǳǘǎ bullies at an advantage since it becomes harder to identify, locate and punish 
them.95  Just as significantly, the lack of clear identity authentication online makes it possible 
for bullies to easily impersonate their victims.  Some of the most damaging forms of 
cyberharassment may occur when one person pretends to be another in an online forum.  But 
recognizing these problems, and that they can be especially harmful in the case of cyberbullying 
of kids, does not necessarily mean that we should abandon online anonymity as a recognized 
form of the freedom of expression protected by the First Amendment.96  

! ¢ŜȄŀǎ ōƛƭƭ ŎǳǊǊŜƴǘƭȅ ŀǿŀƛǘƛƴƎ ǘƘŜ ƎƻǾŜǊƴƻǊΩǎ ǎƛƎƴŀǘǳǊŜ ƻŦŦŜǊǎ ŀ ƳƻŘŜƭΣ ŀƭōŜƛǘ ƛƳǇŜǊŦŜŎǘΣ ŀǎ ǘƻ 
how lawmakers could address these problems without curtailing online anonymity generally.  
The Texas law makes any form of cyberharassment a misdemeanor, without regard to the age 
of the victim or perpetrator.97  While this bill, like the Sánchez bill, goes too far in criminalizing 
minor-on-minor bullying, it does offer an intriguing model by imposing additional sanctions on 
ƘŀǊŀǎǎƳŜƴǘ ǘƘŀǘ ŀƭǎƻ ƛƴǾƻƭǾŜǎ ǘƘŜ ǳǎŜ ƻŦ ŀ ǇǊƻŦƛƭŜ ŎǊŜŀǘŜŘ ƛƴ ŀƴƻǘƘŜǊ ǇŜǊǎƻƴΩǎ ƴŀƳŜ ǿƛǘƘƻǳǘ 
their permission (aka, άƛŘŜƴǘƛǘȅ ƘƛƧŀŎƪƛƴƎέύ.  However, this bill would not have addressed the 
Megan Meier case, because regardless of who actually created the άJosh Evansέ profile, they 
were not impersonating a real person. Nonetheless, a law specifically focused on 
cyberharassment of minors by adults could to some extent deter the use of impersonated 
profiles for cyberharassment by imposing additional penalties for such impersonation, as the 
Texas law does.  This bill represents the kind of experimentation at the state level that, despite 

                                                      

93. See supra note 6. 

94.  See generally Adam Thierer, The Progress & Freedom Foundation, Social Networking and Age Verification: 
Many Hard Questions; No Easy Solutions, Progress on Point No. 14.5, Mar. 2007, www.pff.org/issues-
pubs/pops/pop14.8ageverificationtranscript.pdf; Adam Thierer, The Progress & Freedom Foundation, Statement 
wŜƎŀǊŘƛƴƎ ǘƘŜ LƴǘŜǊƴŜǘ {ŀŦŜǘȅ ¢ŜŎƘƴƛŎŀƭ ¢ŀǎƪ CƻǊŎŜΩǎ Cƛƴŀƭ wŜǇƻǊǘ ǘƻ ǘƘŜ !ǘǘƻǊƴŜȅǎ DŜƴŜǊŀƭ, Jan. 14, 2008, 
www.pff.org/issues-pubs/other/090114ISTTFthiererclosingstatement.pdf; Nancy Willard, Why Age and Identity 
Verification Will Not WorkτAnd is a Really Bad Idea, Jan. 26, 2009, www.csriu.org/PDFs/digitalidnot.pdf; Jeff 
Schmidt, Online Child Safety: ! {ŜŎǳǊƛǘȅ tǊƻŦŜǎǎƛƻƴŀƭΩǎ ¢ŀƪŜ, The Guardian, Spring 2007, 
www.jschmidt.org/AgeVerification/Gardian_JSchmidt.pdf. 

95. See supra note 38 at 130-31. 

96. See supra note 6, Szoka & Thierer at 24-27.  Also see Adam Thierer, The Progress & Freedom Foundation, 
USA Today, Age Verification, and the Death of Online Anonymity, PFF Blog, Jan. 23, 2008, 
http://blog.pff.org/archives/2008/01/usa_today_doesn.html.   
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its First Amendment infirmities, can inform our thinking about what appropriate legislation 
(focused on cyberharassment of minors by significantly older adults) ought to look like. 

X. Conclusion 

Again, real online safety and proper netiquette begin at home.   We need to teach our kids to 
be good cyber-ŎƛǘƛȊŜƴǎΦ  ²Ŝ ǎƘƻǳƭŘƴΩǘ ŜȄǇŜŎǘ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ όƻǊ ŜǾŜƴ ǎŎƘƻƻƭǎύ ǘƻ Řƻ ƛǘ ŀƭƭ ŦƻǊ 
us.  But to the extent government can do something constructive about this problem, it is 
education and awareness-building that will have the most profound, lasting results.  Although 
more substantive penalties cannot be ruled out entirely, creating new classes of crimes to deal 
with this problem is unlikely to solve the scourge of cyberbullying.  

Clearly, based on the emerging research, the young people who are involved in cyberbullying 
incidentsτboth as perpetrators and targetsτhave many problems.  Addressing these painfully 
real issues will require applying effective risk prevention and intervention strategies.  Instead of 
promoting such education, prevention, and intervention solutions, the Sánchez bill would 
simply create a new federal felony to address this problem.  But criminalizing kid-on-kid 
behavior in whatever form will likely not solve the age-old problem of kids mistreating each 
other.  Indeed, this problem has traditionally been dealt through counseling and rehabilitation 
at the local level.  By contrast, the federal justice system generally works through criminal 
penalties.  If federal criminal law has a role to play, it is in punishing clear cases of harassment 
of minors by adults in ways that do not chill free speech protected by the First Amendment and 
ǘƘŀǘ ŀǊŜ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ CƻǳǊǘŜŜƴǘƘ !ƳŜƴŘƳŜƴǘΩǎ ŘǳŜ ǇǊƻŎŜǎǎ ƎǳŀǊŀƴǘŜŜǎΦ 

Unlike the Sánchez bill, the Wasserman Schultz bill is grounded in the need to implement such 
counseling and rehabilitation approaches in schools and communities.  If members of Congress 
want to enact legislation that has a chance of effectively reducing truly harmful behaviorτand 
which avoids constitutional pitfalls and subsequent court challengesτthe Menendez bill 
provides the best avenue to accomplish that important goal at this time. 
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