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ICANN’s Implementation Recommendation
Team for New gTLDs: Safeguards Needed

by Michael D. Palage

Significant concerns have been raised” about ICANN’s proposal3 for processing large numbers of
applications for new generic Top Level Domains (gTLDs) such as .BLOG. ICANN’s goal is to
expand the domain name space and thus increase competition and innovation. But the global
business community has expressed strong concern that, without greater protections for
trademark holders, the effect of ICANN’s proposal would be not so much to expand the domain
name space as to duplicate it by requiring large numbers of defensive registrations for every
new gTLD created. It is Internet users who ultimately bear the dead-weight costs to business of
such defensive registrations and who really suffer from increased domain name confusion and
vulnerability to phishing scams.

ICANN deserves credit for responding to these concerns by creating an Implementation
Recommendation Team (IRT) responsible for proposing procedural and substantive safeguards
for the new gTLD process.” | offer four recommendations to ensure the IRT’s success:

The IRT should conduct all its deliberations in an open and transparent manner.
ICANN should require all IRT members to submit an interest disclosure statement.

3. ICANN should host a half-day public forum at its upcoming regional meeting in Sydney
to discuss each IRT proposal in detail before incorporating any proposal in the next Draft
Applicant Guidebook.

4. The IRT should develop a comprehensive, robust solution for trademark owners, not a
piecemeal solution watered down to the lowest-common denominator.

Michael D. Palage is an Adjunct Fellow at the Center for Internet Freedom at The Progress & Freedom
Foundation. He served on the ICANN Board from 2003 to 2006. The views expressed in this report are his own,
and are not necessarily the views of the PFF board, fellows or staff.

1. Intheinterest of openness and transparency, it is important to disclose that | actively pursued a membership
on the IRT. While ultimately not selected, | look forward to monitoring the group’s activities through the
mechanisms proposed in this article and making constructive comments accordingly.

2. See Michael Palage, “ICANN’' s ‘G@0/ DM@ i si on Co/hThe®rogress & freeddm w g TL Ds
Foundation, Progress on Point Volume 16, Issue 3 (Feb 2009), available at http://www.pff.org/issues-
pubs/pops/2009/pop16.3gTLDgonogo.pdf.

3. ICANN, “Draft Applicant Guidebook, Version 2,” Feb. 18, 2009, available at
http://www.icann.org/en/topics/new-gtlds/draft-rfp-clean-18feb09-en.pdf.

4. ICANN, “Adopted Board Resolutions, Mexico,” March 6, 2009, available at
http://www.icann.org/en/minutes/resolutions-06mar09.htm.
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There is another more practical reason for this approach: the high probability, as outlined
below, that ICANN’s new round of gTLDs will result in substantial litigation that will involve not
only the registry applicants but also ICANN as well. Taking the time to adopt comprehensive
reasonable policies through an open and transparent process— which can be done without
causing an undue burden on either ICANN or the registries/registrars—is the best course of
action to minimize such potential liability.

Increased Legal Risks: Why 2010 is More Like 2000 than 2004

The potential legal risks for ICANN in the current gTLD round must be compared it to the two
previous TLD rounds in 2000 and 2004.” In 2004, the new TLDs were sponsored TLDs (i.e.,
intended to address the needs and interests of a clearly defined community®) and the registries
involved avoided litigation. The 2000 round, which included gTLDs .BIZ and .INFO, resulted in
costly litigation in which both the registries and ICANN were named as parties.’

Unfortunately, the policy development process that led to the current proposal rejected the
sponsored- or “registrant-verified” TLDs approach advocated by the business, ISP and
intellectual property constituencies, which had worked so well in 2004.% Instead, ICANN’s
current gTLD proposal is focused almost exclusively on “open-purpose” TLDs, with only a small
carve out for “community-based” TLDs. Accordingly, this next gTLD round is more analogous to
the 2000 round and is therefore more likely to spawn litigation similar to that round.

| CANNOGs New Funding Model |l ncreases

Dramatic changes in ICANN’s funding structure since 2000 may impede ICANN’s ability to timely
extricate itself from litigation resulting from this new gTLD process as easily as it did in 2000.

5. The following TLDs were added in the 2000 proof of concept round: .AERO, .BIZ, .COOP, .INFO, .MUSEUM,
.NAME and .PRO. The following TLDs were added in the 2004 sTLD round: .ASIA, .CAT, .JOBS, .MOBI, and .TEL.

6. ICANN, “New sTLD Application Part A. Explanatory Notes,” Dec. 15, 2003, available at
http://www.icann.org/en/tlds/new-stld-rfp/new-stld-application-parta-15dec03.htm

7.  Litigation involving the .BIZ registry centered on an equitable allocation scheme that Neustar used to launch
the registry. However, because of marketing practices by registrars and resellers, this scheme was found to
constitute an illegal lottery. See Amanda Bronstad, “Suit Says Dot-Biz Registry is Illegal Lottery,” Los Angeles
Business Journal (Aug. 6, 2001), available at http://www.thefreelibrary.com/Suit+Says+Dot-
Biz+Registry+is+lllegal+Lottery-a077290348. The litigation involving the .INFO registry centered on claims that
Afilias’” “sunrise” process, used for the first time in the launch of a global gTLD, violated the First Amendment rights
of the registrant. See BBC News Online: Sci/Tech, “New net domain ‘fiasco’” (Oct. 12, 2001), available at
http://news.bbc.co.uk/1/low/sci/tech/1593396.stm.

8. See Michael Palage,“”l CANN’' s-Gb GoDeblbsi on Co/fiTee®rogreis & ffeeddm@ w g TL Ds

Foundation, Registrant Verified Top-Level Domains, Progress on Point Volume 16, Issue 3, p. 12 (Feb 2009),
available at http://www.pff.org/issues-pubs/pops/2009/pop16.3gTLDgonogo.pdf.
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A. ICANNT The fAiDeep Pocketo Defendant

In the 2000 litigation, ICANN was a humble non-profit with a modest annual budget and
minimal financial reserves. Today, ICANN is on the cusp of having a $100 million annual budget
with tens of millions of dollars in reserve. It is a fundamental principle of litigation that
attorneys always look to sue the deep pocket defendant, thus guaranteeing their client’s ability
to collect on a judgment—and the attorney’s ability to get paid.

Given that a number of prospective gTLD applicants voiced concerns about ICANN’s proposed
$186,000 application fee or the original minimum $75,000 annual fees that would have to be
paid to ICANN, it is reasonable to conclude that many of the successful applicants will not be
the “deep pockets” that attorneys will be looking to sue.” While the template registry
agreement requires the registry to indemnify ICANN, these agreements offer ICANN little
protection: One cannot squeeze blood from a stone. In fact the mere initiation of litigation in
some instances may be enough to test the financial solvency of some lightly capitalized would-
be registries.

The net result of this scenario is the financial failure of a registry, requiring ICANN to act as a
trustee/steward of that TLD to protect registrants. While ICANN’s current registry “failover”
plan envisions a process to timely find a successor registry operator, this is highly unlikely as
long as there is pending litigation against the registry. Thus ICANN would be left holding the
bag from both a technical and financial standpoint.

Given that the new gTLD process will produce litigation and that at least some of the new
registries will fail, ICANN should be focusing its attention on taking any new gTLD auction
proceeds and placing them in a financial “lock-box.” These funds could be tapped by the ICANN
Board to pay for any adverse financial consequences of the new gTLD process without
negatively impacting ICANN’s normal operational cash flow. Simply put, instead of rushing to
funnel any excess auction proceeds into a new non-profit charity, the ICANN Board should
ensure that these funds are fully available to the community that may need them in case of a
new gTLD registry’s failure.

B. | CANNOs Direct & Beneficial Fin
Registrations

Historically, ICANN collected its fees from ICANN-accredited registrars and registries on a cost-
recovery basis. Under this model, the amount of money that ICANN collected was not directly
tied to the number of domain names registered.'® But, shortly after Dr. Paul Twomey became
President and CEO of ICANN in 2003, he migrated ICANN toward what ICANN calls “transaction-

9. The realization that attorney’s seek the “deep pocket” defendant is not intended to argue against the
inclusion of modestly financed new gTLD applicants in the next round, but to stress the importance of “economic”
litigation and why new registry operators and ICANN must seek to minimize this litigation threat.

10. For example, although the number of gTLD registered domain names increased from around 30.1 million in
2001 to around 32.3 million in 2002,10 the revenue collected by ICANN remained the same for each quarter at
around $592,250. See ICANN, “gTLD Contribution Chart 2001-2002,” (Nov. 5, 2002), available at
http://www.icann.org/en/financials/gtld-contribution-chart-01-02.htm.
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based” fees—commonly decried as “domain name taxes”—by charging most registrars and
registries a fixed fee per domain name registered.

This paradigm shift in ICANN’s funding created a material and direct economic incentive for
ICANN to increase the overall numbers of domain names registered, as ICANN’s economic
financial interests are now directly tied to those of the registrars/registries: More domain
names registered means more money for both the registrars, registries, and ICANN. This
financial interest will undoubtedly be used by plaintiffs’ attorneys to keep ICANN—the “deep
pocket” defendant—as party to any future legal proceedings.

| CANNG6s Potenti al Liability as a 0

In certain circumstances, trademark law can extend liability beyond those that are directly
responsible for infringing a trademark owner’s rights. As applied to ICANN, this analysis is more
complex today than it was back in 2000. The increased size of ICANN’s geographical footprint
(ICANN claims three international offices with “individual staff members all over the world”*!)
exposes the organization to jurisdiction in more foreign venues. In various legal proceedings
initiated against ICANN in foreign courts over the years, ICANN has regularly sought to dismiss
the legal proceeding claiming a lack of jurisdiction.12 But it is unlikely that this argument will
prevail in future litigation.

| will explore this subject of ICANN’s potential contributory liability more fully in a forthcoming
article, but provide here a high-level overview of the issue analyzing relevant U.S. and French
case law. | focus on these two countries because ICANN has substantive contacts with each. In
the U.S., ICANN is a California non-profit corporation with its principle offices located in Marina
del Ray. In addition, ICANN has extensive contractual relations with U.S.-based registrars and
registries whose annual value exceeds $30 million. In France, ICANN has a registry agreement
with one French corporation, as well as agreements with multiple registrars. In addition to
holding an ICANN regional meeting there in 2008, ICANN is likely to receive applications from
French organizations that want to operate gTLD registries (e.g., .PARIS).

A. U.S. “Brick & Mortar” Contributory Trademark Liability

Under U.S. trademark law, a third party may be held liable for conduct that assists others in
direct trademark infringement. In the 1981 case of Inwood Laboratories v. Ives Laboratories,
Inc., the U.S. Supreme Court held that contributory trademark liability results if a defendant (1)
intentionally induces another to infringe on a trademark or (2) continues to supply a product
knowing that the recipient is using the product to engage in trademark infringement.13 While
this case dealt with distribution of products, later courts have expanded the theory of

11. ICANN 2008 Annual Report, Statement by Dr. Paul Twomey. http://www.icann.org/en/annualreport/annual-
report-2008-en.pdf

12. See ICANN’s legal arguments set forth in the POOL.COM v ICANN litigation filed in Ontario, Canada.
http://www.icann.org/en/legal/pool-v-icann/motion-to-dismiss-223jan04.pdf

13. 456 U.S. 844 (1981).
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contributory trademark liability to include the provision of services. For example, the Ninth
Circuit, in finding that a “swap meet” owner/operator could be held liable for contributory
infringement, stated:

In Hard Rock Cafe ... the Seventh Circuit applied the Inwood test for contributory
trademark liability to the operator of a flea market. In that case, there was no
proof that the flea market had actual knowledge of the sale by vendors of
counterfeit Hard Rock Cafe trademark merchandise, but the court held that
contributory liability could be imposed if the swap meet was "willfully blind" to
the ongoing violations. It observed that while trademark infringement liability is
more narrowly circumscribed than copyright infringement, the courts
nevertheless recognize that a company "is responsible for the torts of those it
permits on its premises 'knowing or having reason to know that the other is
acting or will act tortiously...."

Hard Rock Cafe's application of the Inwood test is sound; a swap meet can not
disregard its vendors' blatant trademark infringements with impunity.14

B. eBay Litigation

In the 2008 case of Tiffany v. eBay, the leading U.S. trial court (the U.S. District Court for the
Southern District of New York) applied the Inwood and Hard Rock decisions to today’s world of
e-commerce.”® Tiffany claimed that eBay should be held “liable for direct and contributory
trademark infringement, unfair competition, false advertising, and direct and contributory
trademark dilution, on the grounds that eBay facilitated and allowed these counterfeit items to
be sold on its website.”"°

In particular, Tiffany argued that contributory trademark liability applies if an “actor fails to take
reasonable precautions against the occurrence of the third person’s infringing conduct in
circumstances in which the infringing conduct can be reasonably anticipated."17 The Court
rejected this standard but held that:

[T]he Court finds that eBay is not liable for contributory trademark infringement.
In determining whether eBay is liable, the standard is not whether eBay could
reasonably anticipate possible infringement, but rather whether eBay continued
to supply its services to sellers when it knew or had reason to know of
infringement by those sellers.'®

14. Fonovisa, Inc. v. Cherry Auction, Inc., 76 F.3d 259, 265 (9th Cir. 1996) (internal citations omitted).

15. Tiffany (NJ) Inc. v. eBay Inc., No 04 Civ. 4607 (RJS) (S.D.N.Y. July 14, 2008), available at
http://www1.nysd.uscourts.gov/cases/show.php?db=special&id=83

16. Id.at 2
17. Id.at39
18. Id.at2
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Interestingly, in three inter-related cases involving eBay, a French court faced essentially the
same exact pattern but reached the opposite conclusion. In June 2008, the court held eBay
liable for sale of counterfeit goods by third parties using its e-commerce site (essentially the
equivalent of contributory infringement). In three separate opinions issued together, the court
awarded damages to Louis Vuitton Malletier (€16.4m), Christian Dior (€19.28m) and Parfums
Christian Dior (€3.2m).*

These cases demonstrate the evolving nature of legal standards for contributory infringement.
They should also underscore for IRT the importance of proposing reasonable and
implementable safeguards that scale across the many legal jurisdictions in which ICANN might
be sued.

Proposed Procedural & Substantive Safeguards

The trademark experts that comprise the IRT of course realize that their actions and
recommendations do not take place within a vacuum, but within a vibrant and financially
lucrative domain name eco-system and under the shadow of trademark law. In fact, several of
the participants have direct/indirect financial interests in the new gTLD process either on behalf
of the employer or a client. It is therefore of paramount importance that there are adequate
safeguards in place to ensure the objectivity and neutrality of the IRT’s work product and to
limit potential legal exposure of ICANN and IRT panelists.

Recommendation #1: The IRT should conduct all its deliberations in an open and
transparent manner.

Specifically, the IRT should provide: a publicly archived mailing list; audio recordings of all IRT
teleconferences and face-to-face meetings; and transcriptions of all IRT teleconferences and
face-to face meetings to help non-native English speakers follow IRT activities.

While these mechanisms/safeguards may add to the initial cost projections originally
authorized by the ICANN Board, in the context of a $20+ million initiative, ICANN must not be
“penny wise and pound foolish.” ICANN needs to ensure that the entire global community can
trust the process and observe in detail the activities of this group. This proactive approach
would be an excellent defensive against any potential claims that ICANN was seeking to water
down trademark protection safeguards in the hope of recognizing an economic benefit from
the additional domain name registrations. The truth is always the best defense.

Recommendation #2: ICANN should require all IRT members to submit an interest
disclosure statement.

19. See Louis Vuitton Malletier SA v. eBay, Cass. Com [Commercial Court], First Section B, Paris, June 30, 2008,
Docket No. 2006077799; Christian Dior v. eBay, Cass. Com [Commercial Court], First Section B, Paris, June 30, 2008,
Docket No. 2006077807, Parfums Christian Dior et al. v eBay, Cass. Com [Commercial Court], First Section B, Paris,
June 30, 2008, Docket No. 2006065217.
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As noted above, several IRT participants have direct or indirect financial interests in the new
gTLD process either on behalf of their employer or a client. Participants should be required to
make public a general disclosure of any such interests (e.g., “my employer is a registrar,” “I
represent a client that is considering applying for a TLD”) coupled with a more detailed
disclosure that would be held in confidence by an attorney within ICANN’s legal department.

Recommendation #3: ICANN should host a half-day public forum at its upcoming
regional meeting in Sydney to discuss each IRT proposal in detail
before incorporating any proposal in the next Draft Applicant
Guidebook.

ICANN must not rush the activities of the IRT merely for the purpose of including any
recommendations into the next Draft Applicant Guidebook (DAG). The best way to engage the
ICANN community about IRT’s proposed safeguards would be for ICANN to host a half day
session where the IRT can engage the community in detailed analysis of the viability of each
proposed safeguard prior to inclusion of any IRT proposal in the next DAG. The ICANN Board
gave the IRT an overly aggressive timetable for implementation. But the IRT must understand
that it owes an obligation to the entire global Internet community to get this process right—
which means not rushing it for the sake of an external timetable.

Recommendation #4: The IRT should develop a comprehensive, robust solution for
trademark owners, not a piecemeal solution watered down to the
lowest-common denominator.

The IRT needs to recognize the best approach to minimize the threat of litigation is to propose a
comprehensive bundle of reasonable policies that can be implemented without causing an
undue burden on either ICANN or the registries and registrars. The need for a comprehensive
and integrated range of solutions is non-negotiable for the global business community: With
the prospects of hundreds of new TLDs, failure to have effective safeguards will result in the
bad actors finding the weakest link in the chain of consumer trust.

Related PFF Publications

e |CANN's "Go/ No-Go" Decision Concerning New gTLDs, Michael Palage, Progress on
Point 16.3, February 2009.

e |ICANN's Game of Chicken with the USG & The Need for Adult (GAO) Supervision,
Michael Palage, PFF Blog, Dec. 22, 2008.

e |CANN's gTLD Proposal Hits a Wall: Now What?, Michael Palage, PFF Blog, Dec. 22, 2008.

The Progress & Freedom Foundation is a market-oriented think tank that studies the digital revolution and its
implications for public policy. Its mission is to educate policymakers, opinion leaders and the public about issues
associated with technological change, based on a philosophy of limited government, free markets and civil liberties.
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donations from corporations, foundations and individuals. The views expressed here are those of the authors, and do not
necessarily represent the views of PFF, its Board of Directors, officers or staff.
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